Chapter 01
VAR - EIg - EHIEERER

\ = —
‘ALY x)v\ R NI

Da m(/ Dhian
¢ g 2B Jtﬁﬁiﬁl

Profit

==
=+ q




IEZBUN Uprofit Digital Lad..

PN

At RX tH

EE (=
SIEEEABTHEN & FR(EEEm
KIIARKBEEE R FR(EEEM
REBUIRMNBERAS] ARG

PERBEBREZRE BHEEEEXURERYE

SEERMaEEEBEACFETW) HEE
PERBANSEZHE S
=p!N- ] [TE7S DESSEES BMEBEWE

T

ReEEB A ERDBRAT R
1TE B |2 b = 3R o 28 DR 53 Bl / [ B 5 38 Al 955 (B R
PERBEREZHE wER
IR EEXSRTEN S H5Fh 17732
EIBERFRMNABRAE A #5453
ZEHAmRMNABRAE A #5453
IS S BRTEN S H5Fh A5 EE
{E:

ArbutusEBlatEZ A= ERR D
ArbutusERTEZETE D




D;éﬁi I Uprofit Digital Lud..

Y EPANi

[TAp B ch g 3@ b ' E I AH N
PR R TR A BT =

AR S W

e AR ESF

B A Il ehE £
[TFE % ae # fofka

A T 2

2L ’/\
e g

1.
2.
3.
4.
J.
b.
1.
3.



簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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Timeline: DIGITAL TRANSFORMATION FRAMEWORK
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Can you rely on the integrity of all your data and transactions
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Assurance

Assurance is necessary and sufficient evidence
that information (or information systems and technology)
meet their recipients’ (or their users’) knowledge (or belief, trust
or confidence) requirements

in support of rational action in one or more specific contexts.

(Will and Whobrey 2003)
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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簡報者備註
簡報註解
Many different roles have emerged in recent years.  Each position at the governance, management, operational, and technical levels should have a clear description of its roles and responsibilities for IT controls to avoid confusion and ensure accountability for specific issues.
Board One important role of the full board of directors is to determine and approve strategies, set objectives, and ensure the objectives are being met to support the strategies. 
Audit Committee - take IT controls as strong elements in oversight of financial issues, internal control assessment, risk management, and ethics.
Management Several specific roles have emerged in large organizations in relation to IT risk and control.  As stated previously, small organizations might not allocate an individual for each role, although the function must still be performed.  An individual may perform multiple roles, but care must be taken that allocating these roles does not compromise the need for division of duties where roles are incompatible.  Where IT is outsourced, there is still a requirement for organizations to keep many of these roles in-house to provide oversight of the outsourced functions.
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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Drivers of Enterprise Business Risk

Increased Change Driven By...

- Emerging
Crisis Markets

Consolidation

Leads to...
Technology Product

* Increased Exposure to Loss Advances and
Market

* Need for Enterprise Risk Management Innovation
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The Context of Enterprise Governance of
Information and Technology

Enterprise Business/IT Value
Governance of IT Alignment Creation

Source: De Haes, Steven; W. Van Grembergen; Enterprise Governance of Information Technology: Achieving Alignment
and Value, Featuring COBIT 5, 2nd ed., Springer International Publishing, Switzerland, 2015,
https://www.springer.com/us/book/9783319145464

22 HISACA COBIT® 2019 FRAMEWORK: INTRODUCTION & METHODOLOGY
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Stakeholder
Needs

Governance Objective: (Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation

\
Source: COBIT® 5, figure 3. © 2012 ISACA® All rights reserved.
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Governance (COBIT) Stakeholders

Internal Stakeholders

Boards

Provides insights on how to get value from the use of I&T and explains
relevant board responsibilities

Executive Management

Provides guidance on how to organize and monitor performance of I&T
across the enterprise

Business Managers

Helps to understand how to obtain the I&T solutions enterprises require
and how best to exploit new technology for new strategic opportunities

IT Managers

Provides guidance on how best to build and structure the IT department,
manage performance of IT, run an efficient and effective IT operation,
control IT costs, align IT strategy to business priorities, etc.

Assurance Providers

Helps to manage dependency on external service providers, get
assurance over IT, and ensure the existence of an effective and efficient
system of internal controls

Risk Management

Helps to ensure the identification and management of all IT-related risk

External Stakeholders

Regulators

Helps to ensure the enterprise is compliant with applicable rules and
regulations and has the right governance system in place to manage and
sustain compliance

Business Partners

Helps to ensure that a business partner's operations are secure, reliable
and compliant with applicable rules and regulations

IT Vendors

Helps to ensure that an IT vendor's operations are secure, reliable and
compliant with applicable rules and regulations

2 EHISACA COBIT® 2019 FRAMEWORK: INTRODUCTION & METHODOLOGY it e
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COBIT Goals Cascade

Stakeholder Drivers
Sta keholder (Environment, Technology Evolution, ...)

Drivers and
Needs

Stakeholder Needs

Benefits Resource
Realisation Optimisation
to

Enterprise
Goals

Enterprise Goals

Alignment
Goals

Cascade to
IT-related Goals

Governance
and
Management
Objectives

Cascade to

Enabler Goals

22 HISACA COBIT® 2019 FRAMEWORK: INTRODUCTION & METHODOLOGY
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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(System Development Life Cycle,SDLC)

Figure 2—A Secure SDLC
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Source: 5. Subramanian and B. Swaminathan. Reprinted with permission.
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Systems Development and Project Management
Audit/Assurance Program

Systems Development and Project Management
Audit/Assurance Program

Systems Development and Project Management Audit/Assurance Programe

. Audit/Assurance Program¢

Audit/Assurance Program Step<’

1. PLANNING AND SCOPING THE AUDIT’

B
E
@
&
<
28
=4
a

Control Activities:
Information and

Monitoring

Reference
Hyper-
link<”

P
pr
Issue
Cross-
reference|

Comments

1.1 Define audit/assurance objectives.
The audit/assurance objectives are high level and describe the overall audit goals.<

1.1.1 Review the audit/assurance objectives in the introduction to this audit/assurance program <

1.1.2 Modify the audit/assurance objectives to align with the audit/assurance universe, annual plan
and charter <

1.2 Define boundaries of review.<'
The review must have a defined scope. The reviewer must understand the operating environment and
prepare a proposed scope, subject to a later risk assessment. <

1.2.1 Perform a high-level walkthrough of the project to be reviewed

1.2.1.1 Determine what phase the project is in.<

1.2.1.2 Obtain a list of implemented changes to production for the test period. <

1.2.1.3 Determine the applications and/or operating environments serviced by the project.«

1.2.1.4 Obtain a list of the Sarbanes-Oxley critical applications. <

1.2.1.5 Obtain a list of implemented new systems or major enhancements fo existing systems
for the period under test. <

1.2.2 Establish initial boundaries of the audit/assurance review.<!

1.2.2.1 Identify limitations and/or constraints affecting audit of specific systems.<

1.2.3 Review all phases and steps within this audit/assurance program <

1.2.3.1 Select those steps within the phase that are applicable to the scope and boundaries
established <

1.2.3.2 Consider additional steps as required based on the scope established.<

1233 Consider using additional audit/assurance programs for application specific and IT
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RACI Definitions

e Who is Responsible

!l. The person who is assigned to do the work

|
e Who is Accountable

A
' 5 * The person who makes the final decision and

| | has the ultimate ownership
i ]

f b |
e Who is Consulted
c |* The person who must be consulted beforea
{ decision or action is taken
e

' » Who is Informed \
| *» The person who must be informed that a
: decision or action has been taken W
’ BN NARAE

wid Ohuang nEL i www. uprofit-tw.com

blog.uprofit-tw.com
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Figure 3—RACI Chart for MEAO2 Monitor, evaluate and assess the system of internal control

MEAG2 RACI Chart
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MEA02.01

[{CJI]|]C]|R R R RIR|J|A|JIJR|R]JR|R]JR]|R]R

Monitor internal controls.

MEA02.02
Review business process ITIJR]JIT]|A]JR]I 1] 1 RIR]C C cjCc|C
controls effectiveness.

MEA02.03
Perform control I{CJI]C]R R R RIRJA|]IJR]JR]JRBR|R]JR]|R]R
self-assessments.

MEA02.04
[dentify and report control I[1C]I1]C]R R ] 1 RIRJAJIJR|RJR|JR|JR|R]R
deficiencies.

MEA02.05

Ensure that assurance providers R A|lA|R
are independent and qualified.
MEA02.06 A clr C clelrlclclclclclc]c]|c

Plan assurance initiatives.

MEA(02.07
Scope assurance initiatives.

MEA(2.08
Execute assurance initiatives,

I]1 C|R C []1 ClAJR]JCJClJCc|Cc]Ccjc|cCc]|cC Uproiit
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Common Element of Organization

Executive Management

Executive management
establishes and incorporates
strategy into business activities.
At the enterprise or entity level,
business objectives are set,
policies are established, and
decisions are made on how to
deploy and manage the
resources of the organization.
From an IT perspective, policies
and other enterprisewide
guidelines are set and
communicated throughout the
organization.

Business processes are the

IT Services

for operations and are provided
across the organization, rather
than segregated by business
process or business unit. IT
services commonly include
network management, database
management, operating system
management, storage
management, facilities
management and security
administration, and are often
managed by a central IT
function.

Entity-level

Controls

Entity-level controls set
the tone and culture of
the organization.

IT entity=level

controls are part

of a company's
overall control
environment.

Controls include:

= Strategies and plans

« Policies and procedures

* Risk assessment
activities

= Training and education

* Quality assurance

« Internal audit

Executive
Management
2 8 % B8
§ 82 &, 8
@ = = a
= R} w2 W =
= =1 e =0
= g2 23 8
0 W= ‘& ‘B
= = = =
o [+a] [ [+a]

IT Service
05/Data/Telecom/Cantinuity/Networks

IT General Controls

Controls embedded within IT processes
that provide a reliable operating
environment and support the effective
operation of application controls

Controls include:

* Program development

* Program changes

« Access to programs and data
* Computer operations

Application Controls

Controls embedded within business process
applications directly support financial control
objectives. Such controls can be found in mos
financial applications including large systems
such as SAP and Oracle as well as smaller
0TS systems such as ACCPAC.

Control objectives/assertions include:
» Completeness

= Accuracy

= Existence/authorization

= Presentation/disclosure

Business Process

organization’s mechanism of
creating and delivering value
to its stakeholders. Inputs,
processing and outputs are
functions of business
processes. Increasingly,
business processes are being
automated and integrated with
complex and highly efficient IT
systems.

IT services form the foundation

il
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Scoping the IT Control Project—Top Down

Significant Accounts in the Financial Statements

Balance Income Other
Sheet Statement Cash Flow Notes Disclosures

Business Processes/Classes of Transactions

Process A Process B Process G

IT General Controls Financial Applications EPF:irﬁlﬂﬁﬂﬂ
* Program on

development Application A Application B Application C Objectives/
* Program changes Assertions
* Program operations * Accuracy
* Access control » Completeness
* Control IT Infrastructure Services * Authorization
environment * Segregation of

Database duties

Operating System

Network/Physical

% B ISACA:IT CONTROL OBJECTIVES FOR SARBANES-OXLEY
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*ERP/MRP/ A\ =35 E
*Web/FTP/News/Telnet/BBS/VolPZE

*COBOL File / DB2
*MS SQL / Access / DBF
*Oracle / Sybase / Informix

*DOS / Windows 9X / NT / 2000
*UNIX ZJ# / Novell
*0S400 / VMS /OS2 / Tandem

*PC-Anywhere / RAS / Dial UPH 1%
*TCP/UDP/IP/UUCP LAN%
o[5>k / IDS / 10S / SocketZs
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Understanding Computer Processing
Environments

‘ Business Process 2

Application A

Application B Application C Application D Application E

— — t

| Environment 2 Environment 3

Plan and Organise

Acquire and Implement Acquire and Implement
Deliver and Support Deliver and Support Deliver and Support

Monitor and Evaluate
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ITGC Overview

ITGC Section | — Key Application Identification

Identified Application Underlying IT General Controls
Significant Name Infrastructure Location
Business (Database, Where
Process Operating Application is
System, Hosted
Hardware)

System
Security /
Access
Development
Computer
Operations

=
@
£
)
1)
(5]
c
(C
=

Purchasing GKPS Oracle, Unix NY Data Center

Purchasing Purchman MS SQL, Win2k NY Data Center

Sales MS Access MS Access, Win 2k Sales Mgrs office _ ITGC-2 -

If more than one IT general control
process exists in a given category (e.g.:
two change management processes
exist, each for a different application or
data center), both should be
documented in separate ITGC
documents.

IT General Controls around end-user computing
environment could be documented in the Process
Analysis Document (PAD) and the working paper
reference should be entered in Section | table of the
ITGC document.



簡報者備註
簡報註解
 ITGC Overview section 
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Boundaries Amongst Business, IT General
Controls and Application Controls

Business’s Responsibility IT’s Responsibility : Business’s Responsibility

)
-

1
Business ' ! .| Business
Controls - IT General Controls 1 Controls
1 1

Plan and Organise

Functional I I

Requirements — Acquire Deliver
and and | Automated
Control , Implement SllppOI't Services

Requirements
= =

Monitor and Evaluate

Application Controls
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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簡報者備註
簡報註解
Information technology (IT) is an integral part of all processes that enable businesses and governments to accomplish their missions and objectives. 
IT control is a process that provide assurance for information and information services, and help to mitigate risks associated with use of technology.
IT controls have two significant components: automation of business controls and control of IT. 
It is not necessary to know everything about IT controls
Do not be concerned if you do not understand the full intricacies of IT controls.  Many of these controls are the domain of specialists.
There are two key control concepts to remember:
Assurance must be provided by the IT controls within the whole system of internal control and must be continuous and produce a reliable and continuous trail of evidence.
The auditor’s assurance is an independent and objective assessment of the first assurance.  It is based on understanding, examining, and assessing the key controls related to the risks the auditor’s manage, as well as performing sufficient tests to ensure the controls are appropriately designed and function effectively.
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簡報者備註
簡報註解
When considering controls to implement and in determining areas to focus audit resources during reviews of the entire IT operating environment, this hierarchy represents a logical “top-down” approach, from the overall high-level policy statements issued by management and endorsed by the board of directors, down to the specific control mechanisms incorporated into application systems.
The different elements of the hierarchy are not mutually exclusive; they are all connected and can intermingle.  Many of the control types within the elements are described below.
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—EEREEBOZZNEIVEREZRBRZZEMBES °
FE DR (classification) AT —PEEBEEVER FAMEX -

SRIRRHEBERS - FHEEYT (originate) ~ 182X ~ MRSV 2 IRHE
(authority) BYEZR o

EXREAEETEERETFIORBIEBSRREN EE —ARBER
/(K SHBER (personnel policies) AEXITESURNERIHDPEVE T EFRMRSRIR G
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ditions) °
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SANS Security Policy Resource: http://www.sans.org/security-resources/policies
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S EMRHS Il 2R
IR REIRRE -

B fBAc/D T (separation of duties)

B 17532l (financial controls)

B EFETE (change management)

B HMEIR TG WENZEFTE)
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SR TSR

MRS Spit R FooF e wgEER IT TE%R

RIRBAERIE (system development processes)
RIRENESFHRE (systems software configuration)
FEFFETNIZH] (application controls)

SREHE (data structures)

ZCE% (documentation)

HAiE2E
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AC1 Source Data Preparation and Authorisation S Pl S P S
AC2 Source Data Collection and Entry S| S |S P S
AC3 Accuracy, Completeness and Authenticity Checks S Pl S P P P
AC4 Processing Integrity and Validity P P P P
AC5 Output Review, Reconciliation and Error Handling P S|P P P P
AC6 Transaction Authentication and Integrity S|P P P

P = Primary; S = Secondary
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=%l (Application Control)fY

Business
Goals and
Objectives for
Information

? satisfy

Information
Criteria

enable
IT General Application

Control Control
Objectives Objectives

fachieve

Application
Controls




eI 7 profit Digital Lidd..

Business
Goals and
Objectives

12 il

=SB R EERIRE
- K58 ?é)i;f:IEﬁEiﬂ’.'”‘ ERIRIFE
UM ERBENRSHIZEIE p%ﬂig'sesiss
RIBEMEBEERERN ?enable
#2238 - 1B - AR AFRE S

accomplish

Business Process Objectives

A3 XQ?

Application
K EHZR Control

Objectives

i1k K IS g (&5 A
-ﬁiﬁA@jﬁﬁ A | achieve

Business Process|Controls

Application
Controls
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EREH D HRESF

= YERG 12 (Preventive Control)
- BERFRERNBATSERAFAIEIVEE N
= 15 112l (Detective Control)
- B —BRERZRIENEERR  BETRIRERTE

RHE B A 22 47
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Responsibility for Application
Control Design and
Implementation: RACI Chart

Activities
Identify key stakeholders and assig application control-related roles
and responsibilities

Perform an assessment of information-related risk and information
processing-related risks.

Identify and document relevant control objectives.
For third-party software, include control requirements in the RFP.

Develop a detailed application specification design (including
automated application controls).

Evaluate vendor solution (including fit with control requirements.

Develop future state business process design (including design of
manual application controls to meet control objectives).

Assess and determine sufficiency of the design of application controls.

Develop program code and debug automated application controls
as part of software development.

Install and configure commercial applications, including configurable
controls.

Develop/update application control documentation.

Develop/update user training materials and provide training as
required to affected staff.

For new employees, provide full training on the application and
relevant application controls.

Develop, document and approve the test plan.
Conduct application control testing in accordane with the test plan.

Identify, log priorities and resolve errors and issues identified
during testing.

Document and interpret the final test results, including unresolved issues.
Approve test results.
Approve design and implementation of application controls.

i
o
-

&2
©

oo

=

=
=
=

Control Objectives

Application Controls

Design/Build/Configure

Document
Controls and
Train Users

Test and Approve
Application Controls

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.
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簡報者備註
簡報註解
Many issues drive the need for IT controls, including legislative and regulatory bodies. Some countries now require organizations to report on the effectiveness of internal control and, by implication, the effectiveness of IT control.  The most prominent new law is Sarbanes-Oxley Act, which requires all public-traded companies in the United States and their foreign subsidiaries to report on their system of internal controls over financial reporting performed in conjunction with an audit of financial statements. �
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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簡報者備註
簡報註解
The process of identifying and assessing the IT controls necessary to address specific risks is aided considerably by the organization’s adoption of a formal control framework.  This framework should apply to and be used by the whole organization — not just internal auditing.  Although many frameworks exist, no single framework covers every possible business type or technology implementation. Another vital point in using any framework is that the auditor must apply judgment and risk and should ensure that each activity is properly scoped.
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簡報者備註
簡報註解
This guide – 
Explain IT controls from an executive perspective.
Explain the importance of IT controls within the overall system of internal controls.
Describe the organizational roles and responsibilities for ensuring IT controls are adequately addressed within the overall system of internal controls.
Describe a risk-based IT control concept.
Help executives to choose a control framework and use proper audit methodology to monitor IT controls.
Describe the relevant elements of the IT controls assessment process as provided by the internal audit function.
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