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iz CAATs vs CAATTs

= Computer Aided Audit Techniques and Tool (7 *o# 25 f&+% Hjtrer 1 2)

- Performing audits without using information technology is hardly an option. When all the
information needed for doing an audit is on computer systems, how can one carry out an audit
without using the computer? While the audit world will likely grow out of using this terminology, for
the purpose of this article, the term CAAT refers to the use of certain software that can be used by

the auditor to perform audits and to achieve the goals of auditing.

LR Nmyfiwff TEEL &1 B2 -
13 %a qulﬂb%;}i,(h‘ lg\z;‘?g?f%*‘f‘@rg@\ AN ﬁi;\ \/EJ é‘?ﬁﬁ'
I ﬂiﬁ*"iwh’ﬂ*r ERRIE R N

—HSACA

Using CAATs to Support IS Audit IT Standards, Guidelines, and
S. Anantha Sayana, CIS4, CI4 Tools and Tecl‘ll‘liques for

Audit and Assurance
and Control Professionals

ISACA IS Auditing Guideline: Use of Computer Assisted Audit Techniques (CAATS)


IT-Audit-Assurance-Guidance-1March2010.pdf
IT-Audit-Assurance-Guidance-1March2010.pdf
jpdf031-UsingCAATstoSupportISAu.pdf
jpdf031-UsingCAATstoSupportISAu.pdf
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Transaction Monitoring for Controls
Assurance

Payroll OTC Other

Transactional Data

= ERP Activity
(Financial)

(son)
v Event Detection

(4ccess and T —— + Financial
Authorization) — — Reporting Data

»  Configuration = Compliance
Seftings w/S0K 404

= Operational
Efficiency

Mon-financial Transactional
Data & System Settings
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CAATs HIEH&EE

= 2 E P FOR R AR iR R
L 17148 T2 AR R Bk 72 T % (analytical review
procedures)
- B4k (IS general controls) # 7 ipl3

&+ Tk ki (IS application controls) ;ﬁ 7 P
% 1% P32 (penetration testing)
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¥ CAATs IiF5=EE

= 3% CAATSIE (7R3 T4 4 e Pragdh 4 s
) l% E ':Iﬁ‘\{* /E l;_f']g‘r #‘—_L ':’T_J/,_,gx ©

= &% CAATs > & 72 RZ & & 74 B o
/\’EIF’”L %Q éb'\?’]'/‘ig?r °
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H{TCAATs HIFEFEL /7

A. #REl (Planning)

B. #&#ZIT{EM# 1T (Performance of audit work)
C. CAATsX & (CAATs Documentation)
D

. ¥x= (Reporting)
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The Goal of Business Analysis

m RERRA ‘
B SRS ETERAVIE H@MEH
B NEEEH I TWX

http://www.onyxinterweb.com/2012/09/business-
analysis/

=E DM (Business analysis) T—iE¥iplEERE KERES EFBERRD
INHHREE - ERXEESRMBEEN - BES{EFEMRIEAINE « 1BEE
F oy B RISHREIF IR ERTE o

o %lﬂ%iﬁ%ﬂ — RELEFRHEEEF:
SEERI DT — REEFBEBERAITIHLOI
;ﬁﬁznzn — IREFERAEIEEL
FRiftD — RS EAUFFRIS=ER R BEFERRIRIL

From Wikipedia



KX B Uprofic Digital Lid..

Data Model Support Your business

Business
Opportunity

r -
Increased Your
Effectiveness . Business

Eesponsive

to Change

Systems Integration Redundancy
' of Data

Simple Interfaces Ve Compatible
' Data

Data Model

From Wikipedia
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Data Analysis - ¥ 1

= BERHT(Analysis of data) AR EREHN « ZRERGHR NSRRI BEER
ETHEER ~ B ~ BBIVER - IREIEEREERE - EENSTEEZEH
BFGEE - EARESE - BRI ERISEEHE - [BERE L NESAERIEA ©

E#1IRE(Data Mining) 2 — 1@ ERVERID T - BiEREBIERAEEIR L - MR8
AlfmA SHEemmTaIERY -

&= (Business Intelligent) SRR AREE LKEES « EINVNERFHS LHER D

EHRET RS - B ABIDRERD ML (Descriptive Statistics) « FRRITE R
2311 (EDA, Exploratory data analysis) RZ& B+ E#l3H7(CDA, Confirmatory data analysis)
1, EDASEER IR ERIhFTHV4FI4 (New Features) - MCDARI R EITEENSESXNAY
FRE%
fRiA 34 (Predictive Analyics)BIERR#HET SRR ERVBALUETTRBIZN DR -
N1 (Text Analytics)ER#fET « EESMFEERI - (ENFRULRIRIFFEB L E RIS
MRV D EREH -

= ErES(Data Integration) 2ER D ITHITIT BRI ER DM ER B E R IR

DJRLEEREREE - AtER T —S B8R EREEFEREERNEESD -

From Wikipedia
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2~ BT ISR

$E 55 (Report Title): DOMAIN USERS PASSWORD EXPIRY INFORMATION
#E &5 BH(Report Description): BRI ARRA SRS AHHEHHRAE T v (Domain Controllery il Fl-ZIEF
4E% RHEA(Report Date):2004/3725 F4F 02:25

PasswordExpires Description Domain | Name | LocalAdccount PasswordChangeable PasswordRequired SID ServerlPAddress

False B R FAE-EART UPROFIT | mia False True True §-1-5-21-2096861050-3060218362-966048004-1113 | OK | 192.168.10.1
False B R AR RERRY UPROFIT | perry || False True True 8-1-5-21-2096861050-3060218562-966048004-1117 | OK. | 192.168.10.1
False e UPROFIT | eric False True True 8-1-5-21-2096861050-3060218562-966048004-1118 | OK. | 192.168.10.1
SRS ———————— False True §-1-3-21-2096861030-3069218362-966048004-2104 | OK | 192.168.10.1
False True §-1-3-21-2096861050-3069218362-966048004-2105 | OK | 192.168.10.1
RARESAARHIRRE - RHZSRErEAETHA ZEESINENGER @ E8 A 2/0E -

st

=
I

Forecast 2001 & Budget 2002 & Plan 2003 to zuué
Profit & Loss Statement - Total Portfolio

Key drivers - Base case NCA =91k

remarks. Aol Refonly Refonly Refonly Refonly
(NTD) scual orecast Dec-00 Aprt May-01 Aug-01 Sep-01
Day oount input 31 0 31 31 )

NPCA per SAS/NCA, 9,040} 8829 7.201 7.169 5172 5001 4048 4,145
Ending Account per APS/ EGM+NCA 138750 161,59 166,992 172547 75746 178,53 180.733 182935
‘Average AGCOUNt (2-th avg) cacuaed 134448 157,884 164,284 169770 74147 177141 179634 181,834
Atrson rae cacuaed 7.20% 11.07% 1283%. 1.12% 13.32% 1459% 12.16% 1261%
#af Account atrtad per F5/ ECH+NCA 85 1504 1805 1614 1973 2212 1,850 1943
‘Actve Account per APS/ EGM+NCA 133794 156,562 161,678 167770 75744 177946 180,731 182933
16 | Acsvaton % (Blended cacuied 96:4% %69% %69% 912% 100.0% 9% 100.0% 100.0%
tewmre 17
18 [NCA per SAS/NCA, 5833 9,250 7,460 7373 5408 5204 4236 4217
19 |Ending CIF per APS/ ECMNCA 154,834 X 178311 183760 189,327 192,587 195,403 197654 199,760
20 Average CIF (2-mh avg) cakcuisied 150,380 174,527 181,035 186,544 190,957 133,995 196,529 198,707
21 srson raie cakcuisied 741%) 1.21% 12.99% 1.24% 13.24% 14.49% 1.93% 1255%
22 # ofcard atried per F5./ECM+NCA 92 . ] 1,681 2011 1806 2148 2368 1985 2111
23 Acive CIF per APS/ ECMNCA 149,303 172756 178,132 164,085 192,585 194758 197,652 199,758
24 Acivaion % (Blended) cakculsed 96.4% 96:9% 96:9% §12% 100.0% 0% 100.0% 100.0%
25
26 Total credit limit (NTD '000) 20360478 23979966 24798062 25580484 20841242 27604043 27802317 28593694
27 | Credt imé Growsh % 456% 341% 316% a 284% 072% 285%
28 Toral Credt imé - Insialiment Loan (NTD - - - 197212 X 1080172 1187761 1,214,557
29 | Total credt im -Exc!. Insiall Loan(NTD APS[ECH+NCA 20368478 23979956 24788062 25383272 068 26513871 644, 27379137
30 | Average credtimi (NTD) cacuzed 131,525 134,484 134,948 134,071 137,000
31 | Toial acave credtimi - indl. Insial Loan (NTD '000) 19,637,015 23232908 24038574 24877683 28593418
32 | Toisl acave credtimi - Excl. Insial Loan (NTD 000) |cal/ ECMeNCA 19,637,015 23232908 24038574 24680471
33 |Average Credt i per card(NTD) 134,434 134,048 135113
34 [ Credt imi Growh % #DIVIO! ¥ 012% 0.36% 012%
35 To calculate AR components :
36
37 |Average @ CM Retail Sales (NTD) 10,863 11,791 9,861 11,081 10,108
38 [Total Billing for Ending AC 1537.289 1,385,856 1,781,893 1,674,121 1,929,656 1,790,495 1,489,191
39 | SUR - Total Billing / Tot Active Cr lim 7.31% 6.40% 8.01% 6.78% 740% 6.78% . 5.60%
40 [Average @ CM Real Saies (NTD) 4833 4,637 2,445 3502 3,547 2013 3,260
41 Retal Sales for Ending AC 684,002 677,880 671,813 804,475 617,736 710838 602,248
42 SUR - Retal Sales | Tot Acive Ct im 3.25% 313% 302% 281% 237% 269% . 226%
43 [Average @ CM Premium (NTD) 1774 986 1568 1293 1612 123 158
44 Ng Premium for Ending AC 261,060 144,158 236,383 219574 280,681 219,250 281,488
45 | SUR - Premium/ Tot Acive Cr im 1.19% 057% 1.06% 0.89% 1.08% 0.83% X 1.06%
46 |Average @ CM CA - Bear Fee (NTD) 970 1184 1,979 1514 1,848 2,002 1) 1,55

+ M| | Key drivers - total Key drivers - BAU “Key drivers - NSk X Free ECM “Key drivers - NSFree NCA “Matrix Key drivers -MthPayLite ,~Key drivers - NCA “Matrix NCA “Key drivers - ECM
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& H|355E (Data Source) - £ (Data Set)

DataSet DataTable

Relations collection Rows collection ChildRelations collection

| | I
| I | | I | |
I_I— DataRelation DataRow DataRelation

Tables collection Columns collection ParentRelations collection

' T Sl '
I I I
I_I— DataTable DataColumn DataRelation

Constrains collection

|
I‘L | DefaultView
Canstraint




KX B Uprofic Digital Lid..

BRIFKIEB K EERE (Table Layout & Relation

approved_on
created_by
created_on
credit_limit
customer_name
customer_number
start_date

type

employee_type
t_name
hire_date
home_address1
home_dty
home_phone
home_state
home_zp
haourly_rate
last_name
pasition
salary
=N
updated_by
updated_on

NOoOMAOZ0ONOn0N

(alialali=Naliash=Nalsa]

approved_by
ApprovedOn
created by
CreatedOn
customer_numiber
invoice_amaount
InvoiceDate
Invoicelo
payment_amount
payment_status 5

PaymentDate _I—I'
SOMo Type

approved_by
ApprovedOn
created_by
CreatsdON
customer_number
items_ordered
sales_order_amount
SalesOrder
SODate
approved_by SaleDnienliems
ApprovedOn
created_by
CreatedOn
customer_number
items_shipped
SalesOrderio
shipDate
ShippingNo

OnNnNZnnNoZnnoonanonnnnonon

approved_by
ApprovedOn
Chkno
created_by
CreatedON
PaymentAmount
PaymentDate
Paymentium
wendor_number
Woulio

NONZNOEZN0NoN

DAZZN0 00N
OGO Z 0000

NZO0N000NnoOnNn

Hi
=

approved_by
ApprovedOn
created_by
CreatedOn
items_listed
PONum

Refio

vendor _number
Vouches Amount
VoucherDTE
Vouho

NONZNONonN

[rype [tome | #h{ TSumimarize
C inventory_number Fizhz
c item_number
N ship_quantity

— O Shippinghio

ABZNN0Z0N0N

Items
Orrdered
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Eﬁ’é‘*ﬂﬁ(Data Set) —
KA EE—EN P E

n CIassn‘v
= Summarize

= CrossTabulate
= Stratify

" Age
’Eﬂﬁﬁﬁi%ﬁ =g

= Extract Append

DataSet

= Relate Table

DataTableCollection (DataSet,Tables)

DataTable

F{R(View)/&&H(Enquiry)
T3~ & ~ DHIER

HUTR/EnEEEE
= Filter

DataRowCollection (DataTable,Rows)

L DataRow

. IF

‘L; DataColumn

OataColu n(ollecnon (OataTable Columns)

r=t= STivr =

EERENL

ConstraintCollection (DataTable,Constraints) ] Computed

L—- Constraints

DataRelationCollection (DataSet,Relations)

B4 ) L fE
= EXtract
= EXport

ERBEIIE TS
= Sort
= |ndex

Field
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../../Video Present/DA_Join.mp4
../../Video Present/DA_Merge.mp4
../../Video Present/DA_ExtractAppend.mp4
../../Video Present/DA_Relation.mp4
../../Video Present/DA_Filter.mp4
../../Video Present/DA_IF.mp4
../../Video Present/DA_Extract.mp4
../../Video Present/DA_Export.mp4
../../Video Present/DA_Sort.mp4
../../Video Present/DA_Index.mp4
../../Video Present/DA_Computed.mp4
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EETEHIRSRIR:
BRARR

= Reporting

Operational Analysis
Data-mining

Fraud Detection
Continuous Monitoring
External / Internal Auditing
Data Migration

Data Harmonization

dinl diinl Jinl =
111 11 111 [

)'aiEEEIE

ERVEIE-REEN D THYZR

BT R

PR E RO
EE

BEESIERI D
oREZ

REBERDN
2
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Data Analysis Cycle — Planning

HY
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ERAEEEBREDIIRELIGH?

Eﬁﬁgpu rChase_o rders;ﬁ*ﬂ.i 7 Purchase _orders_items
R po_number — po_number
FIADuplicate}g s - iGMERG | oo

8 line_number
vendor_number 17 inventory_number

C
D
C
— =N J:E’J %?JE: ED po_amount N 14 quantity
ﬁ él//{ 3 ﬁ& 1% 73 created_by c 10 unit_cost
created_on D 8
—EFHERIK ° oo by <10
approved_on D 8

EFRD - FIFISOrtiES - ——

voucher_number 12 voucher_number 12

’—'_. I >0 \., voucher_date 8 line_number 12

1& I'lllﬂ ﬁ 1—b Eﬁ &1: E zH\H }3 % ! Employees vendor_number 17 inventory_number 16
kv employee_number 10 H po_number

EE*EEE © first_name

12 purchase_quantity 6
20 reference_number
last_name

12 unit_cost 10
75 items_listed
sV FESRASTER—E | e

Marne

address
approved_bw
approved_on
cibw

created_by
created_on

Sic
wendor_name
wendor_number

R L B B i Y O

OMNonz=Zz=Z20nNn0on

10
8
10
8

— created_on
approved_by
approved_on

4
12 voucher_amount
position
2 approved_by 10 payment_number 12
home_phone
© home_address 1 50 vendor_number 17
s hourly_rate 8 — employee_number
Summarizetg % - KBRS | o

C
C
C
C 12
cC 30 created_by
1y C
,r-l!l]_y ﬁ > \J: Ix 5&% E’g E ’ \H % employee_type g 10 approved_on 8 payment_date 8
C
C
home_city c 20 check_number 12
C
C
N
N
created_by C
D
@
D
C
D

10 system

N oMM =Z9n

10 process

10 Create

.
30 created_on 3 ayments
hire_date

15 payment_amount 14

hk\ voucher_number 12
A - o : |
Eﬂjk.Hj$E BH305 El’/{ *Jﬁﬁ home_zip 5 uthorizations reated by
BIEMRELT IR
© created_on

e * approved_by

10 modify
10 delete
10 limit

N=[E=5 N . I I approved_on
HIE B A BB RIBIREIRRE ey

1
2
2
1
1
1
1
updated_on 1

C
C
C
C
10 approve C
C
C
N

6

http://blog.uprofit-tw.com/?p=4625
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S B RIEVRERER (Data Pattern) 333 8 RAVIMN S
- JRlEREIED - R E R - RESETREMRE

oo :t_‘{

- IKERERSFER - ZBALRDMES=E R

93\ - 3%

Siaax R O BE SR AR TS

é %ﬁ I:l-l- % /& THZEE pIit) /Evﬂ? %E

» SRR AEITHR RERSERERZEBE
« TJETAEUN « ERAUIRSER AT TRV T2 ZET
MRES DT

- FBHREIEERIY « IREE ﬁﬁ%ﬁ%:ﬁ'&ﬁiﬁé‘mﬁﬁﬂ’ﬂiﬂﬂ
5, - BEEZZHIFTIEXKAYE

" E..[/,E\I.IIJKL
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Find Abnormal Trend/Exceptional Record/Error

kS oEsiEYRIEREIED - 58
tEERZEE ~ KRB ERMREE = =LY

l¢~

= Classify EMEE R ECER = Computed

= Summarize ~ = Filter ' Field EXc

CrossTabulate = |F
Stratlfy = Smart Search

Benford / \
LEETER S8/

= Join Unmatch EBEEEFROZENEEEY BTRHEE " Duplicate
& Match = Extract = Sort " Gap

* Compare = Export = Index
= Relate Table



../../Video Present/DA_Classify_RiskAssessment.mp4
../../Video Present/DA_Summarize.mp4
../../Video Present/DA_Join_Unmatch&Match.mp4
../../Video Present/DA_Compare.mp4
../../Video Present/DA_Relation_OverLimit.mp4
../../Video Present/DA_Triger.mp4
../../Video Present/DA_SmartSearch.mp4
../../Video Present/DIV_Duplicate_Abnormal.mp4
../../Video Present/DA_Computed_Exception.mp4
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Data Analy5|s Cycle —Data Analysis

piiE Lzl

ECBREABERS  pecstrnt/ioin

sk L G
REFHFETRABEIETHRLY v
EERBIHAAL RERDHUML
Payroll Ledger Employee Records Output Table BIEO)..
Chegue Pay Per pisk LGl
Empno  Amount Empno  Period Cheque Pay Per AFERFETRAAREERELS v
$1850 001 41850 EITIDI'IO Amount  Period EERRIAL = RERDHURML
$2200 003 $2000 001 $1850  $1850 HEC)..
S1000 004 51975 pisk LE s CE
003 $1000 52000 . .
$1000 005 $2450 NEFHFEAR R A TI0OREHEE
003 51000 $2000 =

TERBRAML RERRRHMIL
EIEC)..

B
+
c

P @F@F DF

B
+
2

B
+
2

B
bl
2

Primary Table Secondary Table SRR ER

REFRHRCIRTEFT

T ERAREMIL RERAREMIL
BIFC)..

N:8:0: 00

B
e
2

BHERESARY
RIFEHFAFTOSHS LR

T ERABMIL

EIEC)..
pE Lzl
BERAXRIIRBETNRNSHSE

Eg Hﬁﬁ / R e I a t i on EERA = RER

HERelatons T GRC & Business Assurance Analytics Technology
& Mod Case - Arbutus Analyzes

AN TR SAGRA SEES) RS WA EEN nera Aums Rmw

AR(L1)
amowt ()

date (D)
jun

AR Sort

due (D)
Included _Tax (M) amount ()
MM %%E ©

due (D)
Included_Tax (N}
MM

umosn | EmeConpare 3
Y% ¥
oY A=
ARHPERKRMCRON

HLm=KESE L0t
Wi = KRS E Rt

A
i

0294029383 Develogment .
CIINUSTS Human Resonsces nlmimi¢mlmﬁs:m H
297044575 Human Resouses a1tm|’ﬂi¢“ﬁﬂ‘m
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../../Video Present/Arbutus/DS_Relation1.mp4
../../Video Present/Arbutus/DS_Relation1.mp4
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../../Video Present/Arbutus/Compare2.mp4
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4 T == .
SRHEMFEO5EE — Data Integrity
= EREEI*(Data Integrity) FiEERI R (Table) &4 :
- FETENENSEREIEE > Verify
» No corrupt data or erroneous field definitions
» Only validity dates
A ENIEERTEEL > Count, Total, & Statistics

» Numeric totals that reconcile to controls

» Missing Item or records
B0k > Duplicate

» Only unique records

» Allthe data and only the data you requested ’
HEERUBSS EEIE > Other(Computed Field, Filter)

» Calculated fields that contain correct values

VERITS . -
ﬁﬁjqﬂﬁqﬁﬁﬁnﬁ'ﬁa , > Other(Classify, Join, Filter)
» Datain fields where it is expected

RIIERRRE — NI R EEER

» Field relationships that are consistent and logica

> Other(Filter, Classify, Join, ---..)
BREIIERESERN

» Data that looks reasonable Other(Filter, Classify, Join, ---..)
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S
K TARGET
LTINS E APPLIED SINSOR = WY

m i = SHARKD DEENTION = MOVING = T
R  CONTIUES SI][:IAL = oum J!HBHW[S ot

s PRACTTIONEES  caprupe YW

T INTERNET @B”Sg“s - TECHNOLOGIES =

Ty LG R e IS N LTIBYTES pyyg0f - = SOTWARE =

= & SYSTEMS rnuﬂﬁau T ==

STORAGE g

G J 1 B

Windows 2000 Cmm WlnduWaE.uﬁ.l[;.lH . gﬂuw

Domain Cnntmller : 'j Ij E WINS Server
=|"‘=T"‘=|"

DHCP Server ,— = | DIFFICULTY

Windows 2000 pHCP sen,-er DHCP Server Windows 2000
WINS Sewer = Domain Controller

- ANALYTICS LTI B I g = R
~ Income .

ROUTER

Windows 2000

Client Domain Controller
Computers

Windows 2000 Client Data Source

WINS Server Computers
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Data Analysis Cycle — Data Access
X =1 (Text File) RS (Report file)

01708761 Inventory Ualuation Report Page 1
010102840 PRESSURE COOKER 123 4995 39.95 21.07 09 ulzy2 fAs At December 31, 2008
010119040 BLANCHER 72 27.00 24,95 16.680 Quantity unit Total Cost
010134420 VEGETABLE STEAMER 67 19.95 14.95 9.87 Cost
010135060 192 OZ DUICH OMVEN 75 29.95 26.50 22.00 Product Class: 81 - Housewares
010155150 STEP-ON CAN 24 14.95 .95 650 16169718 ALUHINUN TEAPOT & CUP
010155160 1 SHELF BREADBCX Q7 27.50 24.95 18.00 616182848 PRESSURE CODKER 8QT

816119048 BLANCHER

816134428 VEGETABLE STEAMER

EDRIE(dBase, Oracle, Sybase) - ODBC e

Vendor  Invoice Invoice Invoice Product| Quantiy LInit 618207220 NAPKIN & RELISH HOLDER
Mumber |[Number |Date Amount.  Mumber Cost g:ggﬁgggg ﬁ?:gE:EC“““”“G SEL
10025 _23"‘10_55 ,DQEDI?-UUU 485 DU | ”_]22__5520 45 WU,E__!D 818311888 PASTA HOODLE HAKED:
10025 (2305492  |09/30/2000 gaubs | Tu1o0z/1ud 142 5.94 610311990 DIET SCALE " % Ee EE =8 s
610551340 DISH DRAINER - — = '
10025 1239215 |09/30/2000 278.04 | 10155160 28 9.93 10331145 CAKE PAN 3 ntEXCEL ﬁle

AMED

10025 237936 |01/31/2000 | 56,767.20 | 80102618 3379 16.80 010631196 LOAF PAN
10025 232185 11/14/2000 86577 | 008304990 323 2.89 @10863766 7 PC KITCHEN TOQh *%

10101 4517604 |10/30/2000 15400 | 83788411 110 140 Class Totals:

Web Log File

[93.63.247 66 - - [24/Apr/2000:03:82:45 -088@] “GET /globlnav.gif HTTP/1.8" 288 1739 D= 3304
203.86.120.148 - - [13/Mar/20080:080:39:46 -8888] "GET /findex.html HTTP/1.6" 288 12449 D= 16898
203.30.7.138 - - [12/Hay/2800:02:18:13 -08688] "GET /wh_text.gif HTTP/1.8" 288 1797 D= 285573
19498 47 .118 - - [19/Nov/20080:05:17:29 -8888] "GET /getacro.gif HTTP/1.@" 2688 989 D= 129883
193.45_187.5 - - [25/Sep/2000:04:11:39 -0880] “GET /press.1@8.gif HTTP/1.68" 288 11256 D= 22465
198.82 152 .48 - - [19/Apr/20008:05:23:58 -@8A0] “GET /banner3.gif HTTP/1.8" 384 72 D= 3087523
196.26.83.226 - - [16/Jul/2008:81:22:57 -8808] “GET /18yr_lgo.gif HTTP/1.8" 208 2258 D= 2133
202.45.188.25 - - [16/Now/20008:02:11:33 -8808] “GET /sitemap.gif HTTP/1.8" 288 1891 D= 58384
195.75.808.131 - - [15/0ct/20080:03:58:44 -8880] “GET fwh_text.gif HTTP/1.8" 288 1821 D= 168623
2108.132.194.198 - - [13/Hay/20800:05:03:34 -08608] “GET /globlnav.gif HTTP/1.8™ 288 1763 D= 960719

194.92_216.111 - - [11/Nou/20080:82:12:09 -8888] "GET fdemo/facl_english.exe HTTP/1.68" 288 17080893 D= 181912 I’ M F'I
196.29.32 113 - [27/Dec/2000:084:09:04 -88A0] “GET /fgloblnav.gif HTTP/1.8" 288 1763 D= 118259 e Il I llte I e

", "Expense_claim.r unt*™



../../Video Present/Arbutus/DataAccess_ODBC0.mp4
../../Video Present/Arbutus/DataAccess_ODBC0.mp4
https://www.youtube.com/watch?v=s16QkwVNRLU
../../Video Present/Arbutus/DataAccess_Text0.mp4
../../Video Present/Arbutus/DataAccess_Text0.mp4
D:/Arbutus/Presentation/Video Present/Arbutus/DataAccess_Report0.mp4
D:/Arbutus/Presentation/Video Present/Arbutus/DataAccess_Report0.mp4
D:/Arbutus/Presentation/Video Present/Arbutus/DataAccess_SysLog0.mp4
D:/Arbutus/Presentation/Video Present/Arbutus/DataAccess_SysLog0.mp4
../../../ACL Presentation/Direct Link/PP_DirectLink_V4_demo.ppt
../../Video Present/Arbutus/DataAccess_Excel0.mp4
../../Video Present/Arbutus/DataAccess_Excel0.mp4
../../Video Present/Arbutus/DataAccess_Delimited0.mp4
../../Video Present/Arbutus/DataAccess_Delimited0.mp4
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EHE I AT EE?

Create Value/EliE &1

Reporting/[B LR ERS
Monitoring/Z & &5 17

Data Quality Assurance/E ¥ GREETER
Compliance and Audit Assurance/& #3 EZFERZ I

=X
iy
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IR(The Data Analysis Cycle)

#Zl(Planning)

BER3H(Data access)

BRI 5EEI4EEEE (Data integrity verification)
E #2317 (Data analysis)
§1‘¥<¥|§¢(Reportmg results)

Table Layout Supporting
Documents
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Data Analysis Roadmap

Bl REData
Discovery

Bl trData
Analysis

« WEERRET IR SR

D E dh
BN B iR Patterns N




Data Analysis — Ciritical for Your Audit Function

Internal audit’s data analytic capabilities,
Instrumental to effectively examining the large
volumes of data readily accessible through ERP
systems for anomalies and other fraud indicators,
are now even more critical.

State of the Internal Audit Profession Study
2009

PRICEWATERHOUSE(COPERS
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Where are your risk area?

L

1 | (7| [—

~ALRERENPRRE R ERNURER
R 15 SHUEBDRA SRR OE RERE K
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¢ BERR

v BEER
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H BRI REEEREIESRTOSE

eGRC & Business Assurance Technology Solution

Pentana Vision [ [s&E

EARER BRI

COSO

COBIT

1SO 31000

ISO 27001

SOX

H R4

EBREME B EHEED

ZEEEEE
SXEHEE
KABHEERIE
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BEEm R
RIREHE
IRRERELZE
YA E
EERERRIR
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=
BRSEERE
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Arbutus Software E5ETE{R D ATz
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S R18(COS0)

BfEEE
= SI=
R\ BR e
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e R E)
BSHEEER
= 74

m =

Source: COSO Enterprise Risk Management — Integrated Framework. 2004. COSO. }Z 722 /a7 FE — B A ZEf# © A fE A F3E
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Key Concepts......

Moving focus from inherent to residual levels

Risk Rating Control Effectiveness

Excessive 5

Significant | Effective 4

N
Medium Limited ==

Low Deficient

Risk management methods need to vary
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Key Concepts......
Risk Grid Report Before & After Controls

Risk Category ID Risk Description Inherent Probability Inherent Exposure Residual Probability Residual Exposure
Banking Risks 205 Pazswoards have been compromized in settlements by being obtained in an unlavwulunauthorized manner Q0% F55800.00 S0% F6 20000
Banking Rizks 503 Inaccurate andior incomplete information is provided to the credit system. 0% $25 000.00 S0% F2 50000
Cashflowy Liguidity 494 Key customer who owes us money (ie. a debtor) fails TS F35000.00 70% ¥3 s00.00

Risks by Inherent Exposure and Probability Risks by Residual Exposure and Probability

$60 000.00 60 000.00

$50 000.00 $a0 000.00

$40 000.00 40 000.00

+ID
[=ee table above)

+D

$30 000,00 (zeetable above)

F30 000.00

Inherent Exposure
Residual Exposure

$20 000.00

$20 000.00

$10000.00 $10000.00

+ 494

$0.00 $0.00

0% 20% 40% B0% 80% 100% 0% 20% 40% B0% 80% 100%
Chart Area

Inherent Probability Residual Probability

before controls after controls

Items in the red area require immediate attention.
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£ 1B Point || (@ 7S Out OF Scope

Completed Completed Apprwed Appr-a'.‘-ed

gEy oo ';_ e 13

RGERA L IR

| ge = : - : iy e e lgae gy |
- \TCL- HEHE @ items)
& 52 (Shipping) (1 item) }—LB I:|$1$

{,} oTC14- BRERTENES ¢ 6 =

AA OTCL4-1- HERFEEXZREAE
& el

All Org Units

Possible(=5E) Severs

@ Adequately  Partially
Designed Operating

56- WEAREE TR EERRENEEE
THEE
57- R AREEEHHERERREI 2R
ZEE/\‘E
AA OTC1-4-2 - BRESENERTHATERRZ @ ! @ Probable( =)

Severs High
b g ’

= Well Fully . &
@ Designed Operating iz H

BEY

51 SREREABERARLEFTRRL T 8
3 s9- £ RLENFREETE22EREERERE

2-RECERREENER LERE @ well Partially
Designed Operating

FREEIEE

EEREE : ‘ Q Very ProbableGEETEE)  Severs

-n: REFELY £ EREEANRES @ ?§ %U ﬁ géﬁz ll’i
:-_ : 1:§r—~§a~*snnzr=eﬁ E$ 1$
J ﬂit 1/.E $ robable(B &) Moderate
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m EEE??EE ‘5ﬁ§$2Uﬁiﬁﬁhm»

Continuous Monitoring. Continous Auditing. and Continuous Assurance

SAE I HERD

AR B R4S

PEZ RIS A 1 B 1T FEMEZ

A MR T

8 XS RBH
S EEEERx

AN - BEEERE )

" Management

/

Ref: IIA Global Technology Audit Guide No.3: Continuous Auditing
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SEMEEZAIRE

- B
=B IR - BEEERERE i
FEERRER ERERRER
(BL2 (R E A ) ~ (BRI s
prE e
B0 /5% 4

3 B st - ﬁ?;ﬁEEﬁ:{,E$E " S
B35 B

i
mRmR PHEE EwRE/ER SewEsEE o aer oo |EEEE

BRES SURE  FEH5E 2ERESETQM) CREBTEERM) | SO0

J

PEHIEFS

Jl B A

Ref: IIA Global Technology Audit Gwde No.3: Continuous Auditing
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ad hoc
4 N Y
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2 4
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Repetitive
EAE T

Level 4
Automated

olHENE

Level 3
Managed
IR =§::

Sophistication #7424 ( = # 2 )
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A GTAGEBRPHEEZIESI S

IPPF — Practice Guide

GTAG Fraud Prevention

GLOBAL TECHNOLOGY AUDIT GUIDE and Detection in
an Automated World

GLOBAL TECHNOLOGY AUDIT GUIDE Continuous AUdlting
IPPF — Practice Guide Implications for Assurance,

Monitoring, and
Risk Assessment

Data Analysis T TNTIPTAT
Technologies ¥ § Lﬁ”f 2

TR 5 3£

The nstitute of
Internal Auditors
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What do you your current
‘audit analytic capability’ is?

PRAPS 0 7
RPBRER T2 0 BE ] o FEMAE?




9JURINSSY SSaulsng

l \m:ﬁv.m@.fﬁ.fﬁﬁﬁx
Int

ernal Control System

E1

e

Mee
<

= 45 v B
Risk Management

Corporate Governance
¥ 5§ A+ (Continuous Auditing)
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=EERIVER

+Gross sales
Full price sales
Markdown sales
-Taxes
=NET SALES
-Product Cost
=GROSS MARGIN
-Shrinkage(theft;fraud)

-Costs of operation
® [ogistics
Repairs and Warranty
Labor
Marketing

IT support

+Negotiated income
@ Quantity discount
® Supplier funded marketing and promotions

=NET MARGIN
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SEREFRAEITER -
Financial Value and Internal Control

v' Accounts
Payable

v Audit

v/ Operations
Costing

Processes/
Operations

BUSINESS
AREAS

FINANCE
m Control Bill
Backs Collection
m Control
execution of
payments terms
B |nvoice
Validation
B Control of
utilities usage
(communication
S: energy:
mobile phones)

BUSINESS
ASSURANCE

v’ Strategic
Sourcing

v  Supplier
Management

v’ Category
Profitability

BUY
B Supplier Service
levels
B Contract control
B Cost & Deal
Management

v Inventory
Management
v/ Transportation
Management
v Reverse

Logistics

~

v Promotion

Evaluation

v New Product

Evaluation

v’ Item/Category

Profitability

SUPPLY CHAIN MARKETING

B Product
Traceability

B Shrinkage
visibility

B Measure
employee
productivity

B Out-of-stock

B Item lifecycle

(de-listing
control)

B Control Price

Execution
effectiveness

H Control

execution of
clusters of
Assortment

v' Channel
Management

v’ Customer
Profitability

v Service Level
Pricing

s o

SALES
B Planogram
execution
B Measure
Cashier
productivity
B Sales Analysis
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BRIEEE - Instant Data Warehouse

Legacy
SAP System

LINK

ﬁ*JITAaﬂHEaﬁ Windowsfal Ak &8 AS/400ﬂHEﬁE

STAGED
DATA

o

B E R 2 i

Windows/E B2 sQL

(EXCEL, ACCESS, Crystal Report Bl Tools) Database

B
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L= =
BEFR SHE BERD 2A) ZRAG IEM  EFRERE | GEES |BW) SEBEA S=EH) BEF SHEE BHD) SFe ZHG) IEM | EREXR | GEEG) S8W ZEA) EHEH)
EH& ERE MODCASE 3 5 (7] i t2a BB 3% G o B & B MODCASE p Bl O O« Ow 1o, Bp. §060 (3 0 <

E01_Requisition_Limits

= SohEs OS_‘v"."ir‘ldDW_Hal’der‘lir‘lg_ﬂ.uditir‘lg b = oo 1 AP hane = SRS OS_\.".l’indow_Hardening_Auditing 3
- - - E02_Split_Requisitions
ADD_Main_Script Script_Falder b R r——— ProdServer 3 —2pltheq
=4 UPGeneral [D B —e i L -0 UPGeneral [D E03_Unauthorized_Requisitions
£ Accounts. | AD1_Set Value v 25 Accounts.| Purchase_to_Payment » - ne LLi=T] -
i-[7] APtral  CO0_DataAnalysis Vendor invoice oice 5[5 AP_trans Tl e e
CO1 Q1 EEEE - EHFEstE Mumber |Mumber Date ;I VenforZ - " : E05_Requisition_SOD
= ccounts_receivable_audi i
C02_Q2 SEsERSE 11663 5981807 1117/2000 =3 a 2 ED6_Single_Purchase_Order
. 13806 2275301 11/17/2000 -E Ar2 2 £07_Split_Purchase_Order
€03.03 RRAEE 12433 6585673 1171712000 & Badfile = E08_Unauthorized_Purchaser
C04 Q4 EXMESHEFAR 11663 5983947 11/17/2000 <[] Customer 4 - X - i
. N 5 E0S_Purchasing_Data_Walidi
C05 QS _EEZEENE 12130 589124 1117/2000 = Dem.o - - g ty
06,06 (S EHERE 13411 49545947 10/30/2000 -[=] Duplicate_Train - E10_PO_SOD_Approver
CDT_QT_' ;ﬁ;‘vgﬁ% :gﬁﬁ 12433 6585951 10/30/2000 [-[=] Trans ! .
EEG=x mEEREL
L3 Data ol RS 10721 123196 10/30/2000 - Data s E12_Receiving_2Way_Match
.= Data Folde COE Qe ESEEETRETH 12433 6585880 10/30/2000 .3 Data Folder - o
o O Inventory, vrem vor] 13411 49540141 10/30/2000 (5-£3 Inventory_review 13 E13_Receiving_Data_Validity
P I - lysi 11| 10787 591533 05/31/2000 =3 Payroll_analysis = E14_Receiving_S0D
i Payrollanalysis 12| 10534 58720114 0513112000 5[5 Empmast = £15_Single Invoice._Limits
13| 14913 8457230 05/31/2000 & P, Il . . .
14l 10524 fo7aAT0S AEM 4NN _I Aa?fro 14 E16_Split_Invaice_Limits
ef— k :1]: E17_Retroactive_ PO
E = 17 E18_Invoice_2Way_Match
— —— 18 E19_Invoices_Data_Validity
WINDOWS Hardenir  p— X * - o
e —1 f—— 19 £20_Payables_SOD_PO
20 .
DI A Ao WMl Tool2 2 PP R A2 Bt 355 S R T L, 21 E21_Payables_SOD_Receipt
[ #0 SR a7 Wl Tool o #5788 L SR HE SR (Inchude Fles WIS PRGBS - 5% 57388 bh e TH nits 22 E22 Prohibited_Vendors
\qs 23 E23_Vendor_Address_Match
S WReqs 545' E24 Vendor_Mame_Match
lidity 2 E25_Unusual_MNew_Vendor
L1011, btz 5 Fri A7 i B A B ST 7 o D S o FEVRFIR (Thee Privileges) » B3 &L (Groupl O {32 B AR Status) D bl 27 E26_One_Time_Vendors
[ 01-2, o o7y S 3950 M I /%t 35 I (Inactive /S tall 41 55 2 BER 5% npTablet = . .
E27_GR_Without_Invoice
[]101-3, i b 1 B (G st Acoount i 75 5 5 425 /55 (Disable) 29
) . E28 Invoices After Period_End
1021, iz 5 A A7 et B A B T e e B A S BT BN MR B A i - M7 TS L W (I P R AR e O e T s I Ehis . . 30
ardening_Auditing 11 E29_Payments_2Way_Match
[[] 02-2, it o 75 o O] SR DS 32 SR ERISTF B PR PR 32 .
(1023, Bt i B s B S S B T B P O yment — B e s
(1031, izt bR S B S9AE - EASEUEARE AL B R SR E A TR iR E DemoServer 4 E31_Dup_Payments_Similar_Amt
(10441, it windowsHERE Scheduled Tasks fe8 RS 5= PRODServer 15 E32_Dup_Payments_Diff_Dates
051, Asfefecfrfzn B gk itudi Policy S &5 58 4 R TE 1 R STAT S7 S 02 36 E33_Dup_Payments_Patterns
(1061, 4z MR EE SR PR TR ST -2 iR B /EE B of - SRR EEE (Pessword Policyl BRI 5 4l 75 B 48 7 SEeiotas 37 E34 Duolicate Pavments EFT
] 06-2, duiedes iR Bpp o= 3 B2 S AT (Secunty Options Policy) 1 = P A5 . —
[ 053, Aty o i B 7 0 T 5 R Tl I 5 (Sstem Startup Programs and Services) » 39 E35_Payables Data Validity

E36_Payments_SOD_PO
E37_Manual_Payments
E38_Missing_Vendar Info

[T 064, ierfr e fi B 2 7 35 (Spstem Citical File Information) 2 B4l e = fERREE T2
[ 065, Aefa B & 5 B 8% 858 7= (Group Policy Settings)

[] 066, stz i B AR R0 (S pstem Patch L pdate] B 3767 6

[T rra o et isian

ust\Sample Files\Course Data'UP10GeneralyDat
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EiET\BE){t/Procedure

g UPGeneral - Arbutus Analyzer
BEFR H/EEH EHD) SWA HEES IEM ERESW FAEEES) |EWwW ZEMR) REH

BHE | GE | RR0kBY SMZ%E | Gt | ikitd | 0F
= i Iu e IJ AP _trang ]J;f CO_D1 FEFE R - =FRErs B x l
-3 Payroll_analysis

20
21
22 |

£

T L e P e T e T P e P P P T e PR TR T T e e P e e

|| Sales_reps
| =] Work_depts = o ) )
-3 Result 24 F )1_Rbnormal NoFormNo), ! 3 (Q1_Abnormal NoLeavelio)
[ Results 25
[ source 26
-1 Source_Folder 27
-3 Work_Folder 28 OPEN LEAVE APPLICATIONS_XLSX W
-[=] E01_ReqLimits 29
-[5] £02_SplitReqs 30 DELETE FIELD LEAVE_ STARTDATE OK
-[=] E03_UnauthRegs 31 DEFINE FIELD LEAVE_ STARTDATE COMBUTED CTOD(SUBSTR(START DATE,,:)+SUBSTR (START DATE,¢,2)+SUBSTR (START_DATE,
.| E04_ReqValidity 32
-[E] E05_ ReqSOD 33 DELETE FIELD LEAVE ENDDATE O
-] removeTempTablet 34 DEFINE FIELD LEAVE ENDDATE COMPUTED CTOD({SUBSTR(END_DATE,!,)+SUBSIR (END_DATE, ¢, 2) +SUBSTR (END_DATE, 9,10},
gl DemoServer 35 SET FOLDER /Work Folder/CO1

-l MODCASE 36 INDEX ON LEAVE NUM TO
-md O5_Window_Hardening_Auditing - -

il PradS
7l ProdServer a1

--J Data

3 Result 39 SET FOLDER /Work_Folder/CO1

503 Script Folder 40 OFEN FTEMASTER W

3 ADO_Main_Script 41 DELETE FIELD txtNew_Leavelo OK

AD1 Set Value 42 DEFINE FIELD txtNew Leavelo COMPUTED SUBSTRING (ALLTRIM(LEAVENO), 1,

C00_DataAnalysis 43 INDEX ON FORMNO TO

CO1_Q1EERE - ERBHE 4

C02 Q2 EE&EHR 45 OPEN FTEXFENSES W

C03_Q3 REAE 46 DEFINE RELATICN FORMNO WITH FTEMASTER W INDEX FTEMASTER_on_FORMNO

C04 Q4 FRFESHZAAR 47 DEFINE RELATION FTEMASTER_W.txtNew_LeaveNo WITH LEAVE APPLICATIONS XLSX W INDEX LERVERPP on_ LERVENO

EEEENE 48

_ 49
CO7 Q7 _EEEL i 50

-] C08_Q8_ESEREENEREEH 51

-1 Source_Folder 53

.. Work_Folder

-{zd Purchase_to_Payment

-l BAEEESES ¢ DemaServer

-l BAEEEES - PRODServer

T L e P e T e T P e P P P T e PR TR T T e e P e e

Set Exact off

53 5SET FOLDER /Work Folder/COl
54 EXTRACT FIELDS ALL FIEMASTER W.ERENO A5 FTEMASTER_W.FORMNO AS FIEMASTER W.CENTER AS FTEMASTER_W.CENTERID 25
FIEMASTER W.APFLICANINAME 25 FIEMASTER W.FLAZN Memo AS FIEMASTER W.REASON A5 FTEMASTER W.LEAVEND RS
LEAVE RPFLICATIONS XLSX W.LERVE NUM AS LEAVE RPFLICATIONS XL5SX W.EMF NAME AS LERVE AFPLICATIONS XLSX W.LERVE STRRTDATE AS
LEAVE RPPLICATIONS XL5SX W.LEAVE ENDDATE RS IF (BETWEEN(FTEDATE, _BDate, _EDate) AND (FTEMASTER W.ERENO <> ) BND (NOT

< >

102 E£8E%  D\Arbutus\Sample Files\Course Data'UP10General\Data Folder AP_trans.dat
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B/ EXEHARMEE
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- SR
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- IS AREE Arbutus
Windows

srhipeEE ELEES
T{EHHE

35k R BE

=t SE s

SEEE

e

A Analyzerigs
EotheeEN

ERERMABLIR
AT - IJVEFEF - BERESS
T:rEpmpjtlyzer SRR SR
for SAP AEATER

2Z/0S Server
3.AS/400 Server”

/
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Arbutus Shared Folders
HAERE

AR EAMSES=EMERERERRK 125 -
- B (View) RE Y - [REBER A

NERR nmmmsse - B ERStESS

{] BRRK  1EF ~ @ (View) RE NI

EREAA iZ=@Arbutus Windows ServeriE{TERIE&E
| L EELIEERZENE - (FRBFEL)
BEERFBITEIFRVERY
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