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Figure 2—A Secure SDLC
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Source: S. Subramanian and B, Swaminathan. Reprinted with permission.
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Understanding Computer Processing
Environments

Business Process 2

Application A

Application B Application C Application D Application E

Environment 2 Environment 3

Plan and Organise

Acquire and Implement Acquire and Implement

Deliver and Support Deliver and Support Deliver and Support

Monitor and Evaluate




Common Element of Organization

Executive Management

Executive management
establishes and incorporates
strategy into business activities.
At the enterprise or entity level,
business objectives are set,
policies are established, and
decisions are made on how to
deploy and manage the
resources of the organization.
From an IT perspective, policies
and other enterprisewide
guidelines are set and
communicated throughout the
organization.

Business processes are the

IT Services

for operations and are provided
across the organization, rather
than segregated by business
process or business unit. IT
services commonly include
network management, database
management, operating system
management, storage
management, facilities
management and security
administration, and are often
managed by a central IT
function.

Entity-level

Controls

Entity-level controls set
the tone and culture of
the organization.

IT entity=level

controls are part

of a company's
overall control
environment.

Controls include:

= Strategies and plans

« Policies and procedures

* Risk assessment
activities

= Training and education

* Quality assurance

« Internal audit

Executive
Management
2 2 B3 B
§ g &, 8
@ = = a
= "R} w2 W=
£ 5 0=
= g2 83 8
0 W= ‘& ‘B
= = = =
o [+a] [ [+a]

IT Service
05/Data/Telecom/Cantinuity/Networks

IT General Controls

Controls embedded within IT processes
that provide a reliable operating
environment and support the effective
operation of application controls

Controls include:

* Program development

* Program changes

« Access to programs and data
» Computer operations

Application Controls

Controls embedded within business process
applications directly support financial control
objectives. Such controls can be found in mos
financial applications including large systems
such as SAP and Oracle as well as smaller
0TS systems such as ACCPAC.

Control objectives/assertions include:
* Completeness

« Accuracy

« Existence/authorization

* Presentation/disclosure

Business Process

organization’s mechanism of
creating and delivering value
to its stakeholders. Inputs,
processing and outputs are
functions of business
processes. Increasingly,
business processes are being
automated and integrated with
complex and highly efficient IT
systems.

IT services form the foundation
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Scoping the IT Control Project—Top Down

Significant Accounts in the Financial Statements

Balance Income Other
Sheet Statement Cash Flow Notes Disclosures

Business Processes/Classes of Transactions

Process A Process B Process G

IT General Controls Financial Applications gPF:irﬁlﬂﬁﬂﬂ
* Program on

development Application A Application B Application C Objectives/
* Program changes Assertions
* Program operations * Accuracy
* Access control » Completeness
* Control IT Infrastructure Services * Authorization
environment * Segregation of

Database duties

Operating System

Network/Physical

4 p ISACA: 1T CONTROL OBJECTIVES FOR SARBANES-OXLEY
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ITGC Overview

ITGC Section | — Key Application Identification

Identified
Significant
Business
Process

Purchasing

Purchasing

Sales

Application Underlying
Name Infrastructure
(Database,
Operating
System,
Hardware)

GKPS Oracle, Unix
Purchman MS SQL, Win2k

MS Access MS Access, Win 2k

IT General Controls around end-user computing
environment could be documented in the Process
Analysis Document (PAD) and the working paper
reference should be entered in Section | table of the

ITGC document.

IT General Controls
Location

Where
Application is
Hosted

System
Security /
Access
System
Development
Computer
Operations

Lo
c
7]
=
o
o0
@
c
]
=

NY Data Center

NY Data Center

If more than one IT general control
process exists in a given category (e.g.:
two change management processes
exist, each for a different application or
data center), both should be
documented in separate ITGC
documents.
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Boundaries Amongst Business, IT General
Controls and Application Controls

Business’s Responsibility IT’s Responsibility E Business’s Responsibility

)
- L

Business
Controls

Business
Controls IT General Controls

1

1

1

1
»la
>

1

1

Plan and Organise

Functional I I

Requirements — Acquire Deliver
and and | Automated
Control , Implement SllppOI't Services

Requirements
= =

Monitor and Evaluate

Application Controls
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Timeline: Influence of digital on the mainstream
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Drivers: Cost, flexibllity,
faster working

Drivers: B2B & B2C
integration, flexibility, M&A

Full Intemel-based

Callabocatian

L

feature rich devices

N Consumerisation
Drivers: Low cost and _.—-——'-'"‘T'ja'hnn IP based devices]

Limited Internet-based
C 200raton

External Working
VPN based

Drivers: Outsourcing and |/

[Privale

Internet Conneclivity

(YU, S-Vig 8iNe

Connectivity for

ST e2- 1\
Connected LANs
NIeropars .- Oro 0"8
Local Area Networks
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Stand-alone Computing
[Mainframe, Mini, PC’s]

[ External collaboration 1 Effective breakdown of
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The Future of Assurance

£ EY-UK Publication: The Future of Assurance, How technology is transforming the audit
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Assurance

Assurance is necessary and sufficient evidence
that information (or information systems and technology)
meet their recipients’ (or their users’) knowledge (or belief, trust
or confidence) requirements

in support of rational action in one or more specific contexts.

(Will and Whobrey 2003)
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ANALYTICS
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The 20t-century internal  Today’s typical internal

The risk-centric internal
audit model audit model

audit model of tomorrow

-

Assurance on the

Controls assurance Controls assurance effectiveness of risk

based on cyclical or based on risk-based management in addition
routine audit plans internal audit plan to controls assurance

B NIETEZ [ R E [ NI % SRAIEFEZIN,
MR E IR EIEN A W

Adapted from PricewaterhouseCoopers Advisory

Services, “Internal Audit 2012,” © 2007 f)RICEWATERHOUSEC(DPERS
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q m m .
A - 175 = b 2l el Bk Jo P

(Preventive) (Corrective) ® > @ . {el:i.dll(lal
TR 2 o IE M =

RAMRBGSERENRTLES 1 . 15 1% M Risk Rating Control Effectiveness Risk Rating
W& P15 B 3P HE B 7 5

R WA A% R feizsmERg | EVARSE

R Excessive

Significant | 4 :‘ Effective
B A% 3E B o) il F MR PAT 60 A A

Medium 3 4 Limited =
EMEMEEE . BREINEMAEE
HRAEIS031000 e & FRAE 22

Low 1 Deficient

AR E FAMEETE - TEZBTERT
P Continuous Monitoring. Conllnousnudmng and Continuous Assurance
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W ) S 1255 15 8 1 B 12
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Management

G
Ref: IIA Global Technology Audit Guide No.3: Continuous Auditing Ref: II1A Global Technology Audit Guide No.3: Continuous Auditing
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SEERIVETER -

Financial Value and Internal Control

Processes/
Operations

BUSINESS
AREAS

BUSINESS
ASSURANCE

v' Accounts
Payable

v Audit

v' Operations
Costing

*FINANCE

m Control Bill
Backs Collection

m Control
execution of
payments terms

W |[nvoice
Validation

B Control of
utilities usage
(communication
s: energy:
mobile phones)

v’ Strategic
Sourcing

v Supplier
Management

v’ Category
Profitability

BUY

B Supplier Service
levels

B Contract control

B Cost & Deal
Management

v Inventory
Management
v Transportation
Management
v Reverse

Logistics

SUPPLY CHAIN

B Product
Traceability

B Shrinkage
visibility

B Measure
employee
productivity

B Out-of-stock

v Promotion
Evaluation

v New Product
Evaluation

v’ Item/Category
Profitability

MARKETING

B Item lifecycle
(de-listing
control)

B Control Price
Execution
effectiveness

m Control
execution of
clusters of
Assortment

v' Channel
Management

v' Customer
Profitability

v Service Level
Pricing

B Planogram
execution

B Measure
Cashier
productivity

B Sales Analysis
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Information
Sources

fRAEY, 1%,
FEA
ETL

AR WAL
Analytics
Solutions

oK A E
Required
Insights

EERs  OPRERER  EEksoR | THBERIOR
Social System Internal Data Data

Network Infrastructure Sources Sources

=5 14(BIG DATA)

SRR SR SNp
Data Data s
Discovery Analysis

Patterns

I

HRMERIR
Report &
Dashboard
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01 R

—XEFKEREEMSErFEREBAHTEEMABERERNRSZ
SIEEGERER A SERER? MR NEZRETT - BRILZ,
RS/ RN E B UK ERAR TS, 1’@1F%'Witﬁl41ﬁﬂj,ﬂ/\E,,\E|37TXZE
RIS AE; 11*11Fﬂﬂ*”‘*9/29/2003$Eﬁﬁ“ BEEDRKNRZET D

¥ t(Data Integrity) st £ 7 # 4 (Table) # 4 -
¢ lﬁl'T"”"'P L gl ﬁ‘*}‘i—mﬁ' # %_% | No corrupt data or erroneous field definitions

Numeric totals that reconcile to controls

?‘
|
H = cenp ¥ Only validity dates
|
|

All the data and only the data you requested

- ;‘&43%- Only unique records

h gé; = Calculated fields that contain correct values

i B g’q?‘;},l B EIEE Data in fields where it is expected

1 Al E] %8 - Renz —f, wﬁq Field relationships that are consistent and logical
=§$ ;];J.—‘é Aok F LB Data that looks reasonable
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a

Ll L].‘llll-;

JE

1 224
[ 5% Hit ]J Teller_transactions  x | @ VERIFY FIELDS ALL NOBLANKS ERRORLI

_ 21:32:55 - 06/04/2017
Y ¥

Account  |Transaction [Transaction Tr
| Number |Number  Date exc_rate FLOAT | 03731332 3033373331333332
1 312279 09/27/2003

o 212980 1912712003 exc_amt FLOAT | 82003-09 38 32 30 30 33 2D 30 39
|m=venif) trans_no ASCI EW@ 1E 45 57 40 00 00
trans_amt FLOAT 00 00 44 45 50 20 20 20
exc_rate FLOAT 31332 2020 20 33 31 3333 32
exc_amt FLOAT | 92003-09 30 32 30 30 33 2D 30 39
——F " acct_no ASCI 22 32 32 00 00 00 00
acct_no . i ASCII 00 40 61 40 55 C1
E:E—f’aﬁ /2017 A8 A4 4E 40 E5 3F 9A 99 99 99
teller id ; 56 40 45 53 43 20 20 20
i B/  AFE(text) AE (hex) 3331333333
trans_date DATETIME | 2003-09-31 | 323030332D 30392D 33 31 3033203039
trans_date DATETIME | 2003-09-31 | 323030332D 30392D 33 31 22 00 00 00 00
: e 00 CO 52 40 55 C1
18|| 641464 312296 gty #l@7HE | AB A4 AE A0ES3F 48 E17A 14

19/| 004088 312297 09/27/200
20| 312203 SZIE003 116 m— FLOAT H@EXC 48 40 45 58 43 20 20 20
21| 201027 312299 09/27/2003 28 exc_rate FLOAT 31333 20 2020 33 31 33 3332
22|| 017736 312300 | CIEEEE exc_amt |  FLOAT | 12003-09 313230303320 3039

3122812003- ujq-:?####ﬂl@ i 1 2HY FR@EXC# acct_no ' ASCI 27 323700000000
8150623122822003-09-27ER?2504 4448 # #4444 44N H
3122832003-09-2TBgRI#### T@ w45 2> Sp=RBEXC frans_no ASC 0000144055 C1

b Bt T o e B W B X O, B W W e B T ' """.'HJ.J.J.J."""'I'JJ.J.J.J.J.J.J.J.J.AJ.J.AJ.AJ._"'E

A WWP21FT

B TERE A, O ZEE e

{21k REIREEH

AT Eer 1 ASCIT 28 3238 0AT
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i5% At | Teller_Transactions_Marmal L EREREEIFRAEA

¥ % <7 |trans_type="EXC"AND (Between( trans_date '20030929","20031003'))

Account  |Transaction (Transaction Teller Transaction Exchange Exchange | Transactio Rec_ExchangeAmt Wariance
Mumber |(Mumber Diate ] Amount Rate Amaount| Type

?E'1| 313039 09/29/2003 14 $32.00 E0.6641 £21.25 EXC 21.25
764/ 3042 09/29/2003 14 545.00 H0.6641 £20.88 EXC 20.88

: [ =2y ]_I Teller_Transactions_MNarmal ﬁ EEEam o b o

0.00
0.00

3 % wf 7 |(trans_ty‘pez"EKC".ﬂ.ND (Betwespbiaasqdate "20030829° 200310037 AND (Mariance <= 0.00)

Account | Transaction | Transactionf |Teller Transaction Exchange Exchange |Transaction | Rec_ExchangeAmit Variance

Mumber |NMumber Date I Amount Fate Amount|Type
321 09/29/2003 ) 27 F76.43 F0.6641 $98.79 EXC A0.76 48.03
3141 09/29/2003 ) 27 F41.00 $0.6641 $38.66 EXC 27.23 61.43
313842 09/30/2003 ) 27 $32.00 506663 594321 EXC 21.99 5921.22
313948 0973002003 ) 27 F67.00 50 6663 H87.77 EXC 44 64 4313
313873 093002003 ) 27 F87.00 B0 6663 587.00 EXC 57.97 y 29.03
32011 1000112003 ) 27 $132.00 B0 6676 586172 EXC g8.12 E??S.EU
320186 10/01/2003 ) 27 F72.00 F0.6676 587.63 EXC 43.07 539.55
3204860 10/01/2003 ) 27 $121.00 $0. 6676 $399.058 EXC a0.7a 5818.2?
320480 1000112003 ) 27 $938.00 $0.6676 $98.38 EXC 65.42 3296
321612 100032003 ) 27 F79.00 F0.6707 $98.43 EXC H2.89 45 .44
321712 10/03/2003 ) 27 5185.00 806707 5173384 130.749 1603.05
321806 100032003 ) 27 $38.00 F0.E670T $86.25 KRXC EEEI.?E
321985 10/03/2003 ) 27 $29.00 : 5865.0 59 B2 5805.32
322000 100032003 ) 27 F11272 ) .7 . E-19.2¢
= !

[ TOTAL FIELDS Variance
23:02:33 - 0670472017

e T 1]
Variance 526256

14 of 4979 FF&EEEEE ¢ (trans_type="EXC" AND (Between( tra

“ewn3l0037))
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e L e ST e £l St L

&

nBg
s N ﬂﬂ; omsg|
L 12 (ol |
1.2.3 neEcC e e

int

13405

-[Z] Employeema
---J Expense_Clai

[ 5

o EE
= Catd

|=| Expense_Claims

report_amount

ltems trip_date

35905
11605

Requisition
Number

Location |Approved_on

B W o |approved_by == Employeemast manager

Report
Mumber
017254
017301
017315
017267
017282
017318
017361
017362
017255  OC

Employee report_date
Mumber

000243

report_amount| Kems |trip_date Requisition
Mumber
623706
623743
623753
623703
640235

623052

12
14
15
81
82
83
84
85

109

Al

03/30/2013

HEREETH
HEER

> HJEE
o WEES e 3
approvec_*? Requls

Number

eqp\c,ee_numzef = p_date

v % ¥ 7

t amount ems tn
mployee reporl__cate report_
%&umber
000205
001065
001065
001065
001065
001

3755

Report 2
Number
2 \ 017419
81 \ 017267
82 \ 017282
\ 017318

40712013 62
2119 %3.’27!2‘313 6~237»0i
29 04 1112013 ?4043:;
35 04/17/2013 ?2%3_€
20 0412312013 0.2f88%
31 0472712013 §2392

05/12/2013
0411112013
041512013
042412013
0510412013
05/04/2013

a5

05/06/2013
05/08/2013
05/14/2013

05/20/2013
Communications

= S—

000584

000587
41 L10‘1?4-5‘1_ 000587

HT191997998 arketing

A ST A CUeLT

39 |'01730
40/| 017431

35| 000248

vl

TEE

OO OO i~ e "

Location

B
B
Bk
e
e
B

son Location APPf

&%
i

37980
26167
33573
34053
31

918 30 1; (238
FhET e I A5 2k 30TR

S M e — o Tee e O Bl

Approved_on approved b Payment_Date PayVoucher manager

04/06/2013
04/22/2013
04/25/2013
0411212013
04/16/2013

301173
§01173
401173
3801065
| onanes—

04/30/2013
04/30/2013
04/20/2013
04/30/2013

20130430200
20130430200
20130430200

PLPETES

000758
000758
000758

ny Paym P m er
¢Joucher anagd

wed DY ay ent Date ay Jou

oved_on approv Y . il

02025 000661
000661

2013053
2013043 =
2013043020 5 =
201301302025 DOOi?:
201305312390 300??1
201305312390 00060

05332013
04/3p2013
04302013
04:3b 2013
053112013
053112013

000205
001065
001065
001065
001065

051 212013
0411212013
0411612013
0412512013
05/06/2013

'
'
'
'
'

04/29/2013
05/05/2013
05/06/2013
05/07/2013
05/08/2013
0511412013

05/21/2013
6300519119905

]
AT C T A TR T A T

623802
623877
623858
623847
623872
96

e 21U
26 04/25/2013
34 0411812013
43 05/02/2013
26 0412412013
30 04/30/201

001507

e ¥ e ]
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’s Law

% (e 25

{i‘i} CaseM - Arbutus Analyzer
EEFR S/EE E=D)

Me | [z
| ExmE

=i CaseM [C\rbutus Data Files\UP21F
-d Result

- MSPS franzactions xls

i~ Trans2001_Benford_firsttwo2
f-[=] Trans2001_Sum

i~ Trans2002_Benford_first —
i~ Trans2002_Sum d CLASSIFY ON employee_number
i~ Trans2003_Benford_firsfl1g:-51:11 - 06/ /0872017

i-|=| Trans2003_Sum

i-|—| Transactions_2001

/-] Transactions_2002

-[—| Transactions_2003

H-fmall UprofitDB

-l LA HEZEIE @ PRODServer

aFW) HERE) IEM ERERP) &EREES

g %éﬂﬁ oy W es

> | [D#%m% || | Trans2003_Benford/
[

B X o |MATCH[1ransacti0n_am0un\\

Transaction |Transaction
MNumber Date

28 I 3637 0140712003

£
£
£
£
£
£
£
£

22
32
22
1
18
12

03/20/2003
33578
33717
33823
33852

0372212003
03/28/2003
03/29/2003
03/29/2003
33975 0410212003
34095 04/05/2003
2T e DA11202003

1656 || 33293

il aasze

v H0ALD
02M712002

fﬁﬁ@ﬁm

3343

oor SRBI2003 a4

BEMW) B

84 = B T
HESENSRET,
EFHFAER

T =)

—HZRANHE

16.06%
23.36%
16.06%
22 63%
13.14%
8.76%
100.00%

$1 82?" 34-
$3,479.37
$3,479.37
5182734
53,479.37
51,827.34
$3,479.37
i 479 37

00444

R LR S

F780.75
m.:»,q.rs.}}?ES'ED

a4a!l 11207 03302001 00444

H1R27 34




5151 7L FBNALL 3§ (Fuzzy Match) 3 PR 81

Smart Search

— = IENES "
e | D& BB 70 | o e e |
Nt ==\ YV MIULIHNIPO ) 00 2000.00
B = 66.00
=z FuzzyDuplicate [EXClient Sample Case\Fug | 57.84
; 216.90
L New_Procedure 0 _NAME OPRID_ENTERED_BY |REQ_ID ACCOUNTING_DT |ACTIVITY_DATE |AF 187500.00
|| PO_Duplicate 1] 135427 Aca 0000000102 PIACREPIT SCREENING SERVICES LIBMCLAREN 0000000024 09/01/2002 10/28/2003 0% 144.00
[=| PO_NearDuplicate 2|| 135443 Aca 0000000123 MI ljmemill 0000000030 09/01/2003 09/10/2003 185000.00
=] PO_SimilarDuplicate 3|| 135444 ACQ 0000000123 I limemill 0000000040 09/01/2002 09/05/2003 103.03
/=] PO_SimilarDuplicajg Pl T - L L L T e 0000000090 09/01/2003 08/05/2003 999.00

user_ons — : 0000000029 09/01/2003 09/08/2003 ¢ £000.00
ol Uprofitn| == [- = h;r Mew Procedure ]_l PO_SimilarDuplicate L

0000000054 09/01/2003 09/12/2003 c 5630.00

D B 0000000004 09/01/2003 09/02/2003 3 2220.00

0000000063 09/01/2003 04/05/2003

% :ﬁ “F | 0000000053 09/01/2003 08/30/2003

0000000031 09/01/2002 1012112003

0000000129 09/01/2003 09/08/2003

PO_ID [FO_IDZ 0000000071 09/01/2002 09/03/2003
1 I 136501 1356501 0000000032 09/01/2003 10/09/2003 0

5 I 135540 135540 0000000065 09/01/2003 09/05/2003 ED_DT2 FO_ID2

0000000128 09/01/2003 09/11/2003 04003 166334

3 I 173730 173730 0000000037 09/01/2003 08/30/2003 09003 156000

4

5

- 0000000002 09/01/2003 08/30/2003 03003 139212
186233 | 186233 0000000007 09/01/2003 08/30/2003 03,003 140385

186281 186281" 0000000008 09/01/2003 08/30/2003 07
£f 0000000018 09/01/2003 0812012003 03
= BFEE == 0000000019 09/01/2003 04/30/2003 07
Ao 0000000020 09/01/2003 08302003 T oo
ACCOUN 0000000133 09/01/2003 0912912003 0 2130
ACTIVITY 0000000036 09/01/2003 091112003 0 4020
AMOUNT - T —— T —— 0000000098 09/01/2003 09/05/2003
APPROVAL_DT HESwE e ERE NTAL imemill 0000000033 09/01/2003 0911012003 312080
ENTERED DT NTAL rcgibbon 0000000023 09/01/2003 04/05/2003 52.40
- ETFEEA R NTAL rcaibbon 0000000084 09/01/2003 0§/05/2003 1500.00
HTIEE =ERE). NTAL rcgibbon 0000000091 09/01/2002 09/05/2003 10000.00
NTAL rlgibbs 0000000080 09/01/2003 09/05/2003 25000.00
RE CORPORATION KLAUGUST 0000000080 09/01/20032 08/29/2003 568.00
BEEHE©O) ST ELITE TEMPORARIES INC  scvargas 0000000086 09/01/2003 09/0212003 7500.00
FRAIEIR 5 b BIOSYSTEMS mabarnar 0000000086 09/01/2003 091022003 900.00
R & WHITE SALES regibbon 0000000085 09/01/2003 09/05/2003 380000.00
} S MARKETS BMCLAREN 0000000028 09/01/2003 0812012003 £36.00
D;&Eiiﬂdﬂ.ﬁiﬁ(c} S MARKETS KLAUGUST 0000000111 08/01/2003 09/25/2003 1500.00
AR AR RS WHLE EEAK).. | [REGIONAL & UNIVERSITY PAT LWBEACHE 0000000002 09/01/2003 0411812003 177254.00
[ EmERTEE | GLOBAL NETWORK SERVICES  sstein 0000000054 09/01/2003 ugmgmns £1000.00
s 5 RESOURCE LABORATORY  KLAUGUST 0000000083 09/01/2003 08/20/2003
e A R HEALTHCARE CORPORATIOI bbonds 0000000084 09/01/2003 0911612003 50292
R HEALTHCARE CORPORATIOI bbonds 0000000085 09/01/2003 091612003
135496 ACQ 0000003235 HEXTER HEALTHCARE CORPORATION vkhumphr 0000000027 09/04/2003 08/05/2003

0g .
135497 ACQ 0000003278 CTYELECTRIC SUPPLY sjridge 0000000047 09/01/2003 09/01/2003 ua t (N )
qicate(iNear

13R408 AL O00NaN342a COKMAR COLITER IKKMEL - 00000004065 00042003 ngranmenna

EEETIN

DATA |

PO_SimilarDuplic:ate|

All Records

I EEZEEZEEZZEZELZEZEZZEEZEZEZE2Z2EE
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@ Deposits - Arbutus Analyzer
BEF HEE ZFHRD 9Wwa =HEHEHE IEM EEENPR @EHS JE:WwW) EEN| B8N

5 | @ RFPYS | P IR | E bt | 0@

J SelectedRiskAcctTrans xl

=1+ Deposits [E:XClient Sample Case\WPFB | _,
- Scripts F * ﬁ S | V| |Smart Search

& Tables EndWeekDay |ACCOUNT_NO |TransDate POSTING_SOURCE [TRANSCODE | DepositAmt/ACCOUNT_NO [EndWeekDay | COUNT DepositAmt
E-{ Work Folder 04/15/2017 1228696 04/09/2017  SYSTEM DEP 55959 1228696 04/15/2017 ! 17 500144
7.[=] Deposit_Histary 0415/2017 1228696 04/08/2017  SYSTEM DEP 53193 1228606 04/15/2017 17 500144
[=] Deposit_Sum 041512017 1228696 0410/2017  SYSTEM DEP 25249 1228606 04/16/2017 ! 17 500144
[ SelectedRiskAccountSample 04/15/2017 1228696 04/10/2017  SYSTEM CHK 5551 1228606 04/15/2017 | 17 500144
2[4k SelectedRiskAcctTrans 04M5/2017 1228696 0410/2017  SYSTEM DEP 30714 1228696 040152017 | 17 500144
&-£3 Warkspaces 04/15/2017 1228696 04/11/2017  SYSTEM sVC 25 1228696 04/15/2017 17 500144
15 Long 04M5/2017 1228696 04A11/2017  SYSTEM CHK 17669 1228606 0411512017 17 500144
1 UprofitDB 04/15/2017 1228696 04/11/2017  SYSTEM CHK 15896 1228696 04/15/2017 ! 17 500144
1 EADHEEL : PRODSener 04M5/2017 1228696 04M2/2017  SYSTEM DEP 50581 1228606 0411512017 17 500144
04/15/2017 1228696 04/12/2017  SYSTEM CHK 8578 1228696 04/15/2017 | 17 500144

04M5/2017 1228696 04A12/2017  SYSTEM CHK 27311 1228696 04/15/2017 17 500144
04/15/2017 1228696 04/13/2017  SYSTEM DEP 37156 1228696 04/15/2017 ! 17 500144
04M5/2017 1228696 0414/2017  SYSTEM DEP 49040 1228696 04/15/2017 17 500144
04/15/2017 1228696 04/14/2017  SYSTEM DEP 17372 1228696 041512017 17 500144
04A5/2017 1228696 04/15/2017  SYSTEM DEP 33527 1228696 04/15/2017 ! 17 500144
04/15/2017 1228696 04/15/2017  SYSTEM CHK 18075 1228696 04/15/2017 | 17 500144
0415/2017 1228696 04/15/2017  SYSTEM DEP 36248 1228606 04/15/2017 | 17 500144
04/08/2017 1314379 04/02/2017  SYSTEM 32527 1314379 04/08/2017 16 520942
04/08/2017 1314379 04/0 04/08/2017 | 16 520942
04/08/2017 1314279 47 16 520942
04/08/2017 1314379 . 16 520942
04/08/2017 ¢ 16 520942
04/08/2017 16 520942
04/08/2017 - 16 520942
04/08/2017 017 16 520942
04/08/2017 04/08/2017 ! 16 520942
04/08/2017 1314379 y g 04/08/2017 16 520942
04/08/2017 1314379 04/06/20 - 1314378 04/08/2017 | 16 520942
04/08/2017 1314379 04/06/2017 1314379 04/08/2017 16 520942
04/08/2017 1314379 04/07/2017 1314379 04/08/2017 16 520942
( , 31|| 04082017 1314379 04/07/2017  SYSTEM 1314379 04/08/2017 ! 16 520942

(=R - N N R S VR S Y

[T U N U R T I T N A T g g Qe g g e e ¥
(=R {=R - RN = S R S SUR R = RN R VRIS Y SNR PR

102 =08 EA\Client Sample Case\APPBanking'Banking - DepositsiDepositsi\Wark Folder\SelectedRiskAcctTrans. fil

62462 445 =% EA\Client Sample Case\APPBanking\Banking - DepositsyDeposits\Work Folder\Deposit Histary fl
e 338 03orZoT T TsYsteEm S T89vE

TEUL,
30| 1202488 03152017 SYSTEM DEF
< 3 31| 1202488 03152017 SYSTEM DEP

62,446 £508  E)\Client Sample Case\APPBanking'Banking - Deposits\Depaosits\Work Folder\Deposit History.fil




KX B profic Digital Lid..

: UN Welcome to the United Nations. It's your world. iugll  thir  English Frangcais Pycckwii  Espafiol Sl B

154 HiE i=1 dbo Customers, . ?‘]

EZ(oin)

\\\ v| |Smart Search

\an PostalCode
Blacklist_Agents_irclc ~| |ExceptionRec 05033
5442

BErEE L REY = I — sl sparta 4930
I RERE AR AT NS HE RS KYC O I %ﬁ /x\ % ﬁ\j' % ggggﬁ
e 1

| FEATH BIHEHE

BT EH LR ) 33007
L oy e % S E g A Sy B E o SRERRRHRAL 05033
e S s S gk S R H e

R IR R R AEFTE B Uoin): f x gl

i T e / Fo

RENEEARAS 5 i : _ . Q) B

R AR R T AR AT A near[C0mpanyName.EIIackl|st_Agents_lrl:tc.CIORF'ORATE_NAh ; he
_ i h -

E} 01

A4z
n7a
0o
BOT
no4

CustomerlC§ CompanyMame Contactflame CORPORATE_MNAME |MAME ContactTitle 110

10011 LILA-Supermercado  Carlos Gonzalez LILASupermercado  Gonzalez Carlos Accnuntingrﬂanager[ :'gu

10023 France restauration  Carine Schmitt restauration France  Carine Schmit Marketing Manager u1c3

100578 Berglunds snabbkop Christina Berglund§ Berglunds snabbk Christina Berglund 1§  Order Administrator Bb
< EERE - b
44 67
0oo
11DP

ng.v D00
I 4 GSD

Averagel numberT, number2 <,number3 02z

[CiEmERTFERE Ellehﬁeen(ualule . min , max ) 42
Sy— . . Bit{ byte_location ) nos
LA RRRREZ(0) Blanks( count ) 104
Byte( byte_location ) boo
Cdow( date , length ) h23
Chr{ number ) 103

< Cleani strina <.extra invalid characters= ¥
< > 00

EBESREEER P

]88 Leay B7G-786
dbo_Customers - BOR

F2K1
U, BUE FULETR z 1 = epreéentative Ubel'el Str. 57 Berlin 12209
.:Sm 1nnd'3 ﬁh@lﬁeﬂmqﬁa&?ﬁxcpul La= pQQr‘le ngl;hl-wunlfhllul L= 5 S éan@'ﬂtlplwﬂ@amp{ LIPS TIS T W Lﬁq‘u&?ﬁwﬂ‘grglhgﬂqf FOSTIRTRIG D arnd ngg;"a%rpl.rpunncu e n_ﬁnnn
=09
May 2017, and supersedes all previous versions. The name of the List changed on 17 December 2015 with
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S5 (Texc File) [ ¥ Z=1& (Report file)

01708761 Inventory Ualuation Report Page 1
894442 As At December 31, 2808

Quantity Unit Total Cost
Cost

Product Class: 81 - Housewares

816102718 ALUMINUM TEAPOT 8 CUP 5.99 862.56
616102848 PRESSURE COOKER BOT 39.48  15760.80

616119648 BLANCHER 8.00  1520.08

. 616134420 UEGETABLE STEAMER 3.12 156.08
< BVIN 616135068 192 02 DUTCH OUEN 27.68  6348.90
E/‘I‘\LI. ’E(d Base, OraC|e, Sybase) - O D BC 10155150 STEP-ON CAN o e e FoT e —————
_ 816155168 1 SHELF BREADB e an EEER 5% EWR m BB WEE e :

. §19155176 4 PC CANISTER Seaam '~
Immce Immice Product Unit 616207228 NAPKIN & RELISI 7 WS Sans SerF

810226620 CAKE DECORATING u: 0% .
Crate Amounl  Humber Coat : ¥ TR

iRt
08302000 48600 10326620 10.80}) g:gglfg:g E;EEERNHHDLE L —
DRI 858 TG s3] i o
27804 10155160 CLE] | 618631148 CAKE PAN

01302000 | 56767.20 | E0102618 16.80( 610631190 LOAF PAN
114412000 ©6577 00220280 288 §16803768 7 PC KITCHEN 11

4517604 | 10/30/2000 15400 | 9378R411 1.40 Class Totals:

Web Log File

Delimit

"manager”, "BankAccount”, "Expense_claim.report
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"":Jr-l""‘*“'ti(Data Integrity) i 2 & #43(Table)E1#E : _
RETDENEN SR Ea RS > Verfy |
» No corrupt data or erroneous field definitions
REBFMRIBEA > Verify
» Only validity dates _
By ] 4 2 B — B > Count, Total, & Statistics |

» Numeric totals that reconcile to controls

EmEE > Gap ’7
» Missing Item or records

RAEK—i2 > Duplicate |
» Only unique records

FIAERNRELHBIAZMBEMNER > Other(Classify, Filter)
» All the data and only the data you requested

EEFUE S IEEEE » Other(Computed Field, Filter)
» Calculated fields that contain correct values

WA ENFSTEEE > Other(Classify, Join, Filter)
» Data in fields where it is expected

HUBNEGRE BN ERBEERN > Other(Filter, Classify, Join,

» Field relationships that are consistent and logical

EREERESEN > Other(Filter, Classify, Join,

» Data that looks reasonable
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H i 2KiR (Data Source) ERNFEBRERE
&} & (Data Set) (Table Layout & Relation)

DataSet DataTable
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= Classify

= Summarize

DataSet

DataTableCollection (DataSet,Tables)

= CrossTabulate DataTable

DataRowCollection (DataTable,Rows)

" Stratlf\/ L DataRow
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CLASSIFY ON no ACCUMULATE amount

22:03:05 - 0471272017

EE

PR (Count) SHEFEHSLLE | BAREESLE

0.26%
0.52%
14.90%
0.13%
0.26%
0.13%
0.13%
233%
0.52%
0.39%
1.20%
0.91%
0.13%
0.13%
0.26%
0.26%
0.26%
13.08%
0.52%
0.13%
0.26%
0.13%
233%
0.26%
0.13%
0.13%
3.89%
0.26%
0.26%
0.13%
0.39%
6.74%
0.13%
0.13%

2
4
5
1
2
1
1
g
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3
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7
1
1
2
2
2
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Trans
Amount

ZEEETDE

@ STRATIFY ON amount ACCUMULATE amount INTERVALS
22:04:29 - 04/12/2017

<<¢ STRATIFY over -3,720.00-> 5,580.00 »>>
s> BMER -3,582.98
53> BUiER 5,549.19

0.24%
0.00%
20.45%
0.38%
0.14%
0.28%
0.15%
273%
0.37%
0.78%
1.37%
0.00%
0.32%
0.18%
0.33%
0.13%
0.24%
9.45%
0.10%
0.00%
0.00%
0.28%
3.13%
0.17%
0.13%
0.13%
3.10%
0.00%
0.31%
0.07%
0.26%
4.89%
0.10%
0.35%

111571
0.00
95,891.01
1779.07
£34.38
1301.83
631.93
12,805.12
174114
3,678.68
6,446.50
294
1518.91
822.08
1537.05
601.60
111425
44,319.60
489.20
0.00

0.0
1,296.71
14,691.12
787.65
608.90
600.98
14,537.22
0.00
1,459.54
33555
1,235.92
22,939 52
47573
1,641.41

amount

-3.720.00 > -2.790.01
-2.790.00 -= -1,860.01

-1.860.00 -=-830.01
-930.00 = -0.01
0.00->929.99
930.00--1,859.99
1.860.00 - 2.789.99
2790.00-=3719.99
3.720.00-= 4,649.99
4.650.00 -» 5.580.00

Dm0~ *

1
4
16

397

30
15
2

2
772

stEE# (Count) SHEMEEALE

0.13%
0.52%
2.07%
18.13%
51.42%
21.37%
3.89%
1.94%
0.26%
0.26%
100.00%

RmEESE

-0.76%
-1.78%
-4.47%
-5.45%
39.64%
44.76%
13.80%
10.25%
1.77%
2.24%
100.00%

i)

Trans
Amount

(3,582.98)
(8,326.01)
(20,951.10)
(25,536.77)
185,846 78
200,880.85
£4,603.16
48,069.91

8,283.02
10,503.83
468,880.69

=

/'\%

7]

'éﬁls
=

22:05:40 - 04/12/2017

<<< RGE over 0-> 10,000 >>>
3y BAMER O
»> FiERE 365

due

=30

1-= 60

1--30
91-=120
121-=150
151 =180
181-= 270
271 -> 365
366 -= 10,000

264
168
59
15
1

E!
24

PR (Count) SHEURUGEAE BEtHEER

34.20%
21.76%
7.64%
1.94%
0.13%
0.39%
311%
30.83%
0.00%
100.00%

Hp 44

@ RGE ON due CUTOFF 20001231 INTERVAL 0,31,61,91,121,151,181,271,366,10000 ACCUMULATE amount

Trans
Amount

184,94398
51,120.51
12,144.23
3,105.87
8.85
(37.15)
26,786.75
190,807 .85
0.00

468,880.69

39.44%
10.90%
2.59%
0.66%
0.00%
-0.01%
571%
40.69%
0.00%
100.00%

¥ ¥ o <7 [no="176437

Cust
Mumber
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437
176437

Invoice
Date
09/21/2000
09/21/2000
10/06/2000
10/08/2000
10/20/2000
10/23/2000
11/02/2000

gk Zidaz i

A
712880021

WI27i200)

11/30/2000
12/02/2000
12/04/2000
12/04/2000
12/02/2000
12/02/2000
12/07/2000
12/08/2000

<= fEFEERE ==

Due

Date

03/20/2000
03/20/2000
01/04/2000
01/06/2000
1119/2000
11/22/2000
12/02/2000

12/30/2000
01/01/2000
01/03/2000
0140372000
1119/2000
11/22/2000
01/06/2000
01/07/2000

Ref

Mo
213564
213562
213727
213778
213872
213923
213993

7
214227
214217
214252
214253
213872
213923
214317
214347

N

Trans

Amount

IN 1,519.32
1,519.32

IN 945.40
IN 574.95
N 1,203.07
IN 575.94
1M 3,085.20

(34.95)
IN 850.52
IN 775.57
IN 463.63
(1,203.07)
(575.04)
B63.76
(24.46)

Drill D6

VAT |Period1

75.97
75.97
47.27
28.75
60.15
28.80
154.26

200003
200003
200001
200001
20001
200011
200012
200012

-1.75
44.04
3878
2318
-60.15
-28.80
3319
-1.22

200012
200001
200001
200001
200011
20001
200001
200001

Period2

2000/03
2000/03
2000/01
2000/01
2000M1
2000M1
200012
200012

000M2
00012

200012
2000/01
2000/01
2000/01
200011
2000M1
2000/01
2000/01

Risk

Mid Lewvel
Mid Level
Mid Lewvel
Mid Lewvel
Mid Lewvel
Mid Level
High Level
Low Level
Mid Level
Mid Level
Low Level
Mid Lewvel
Mid Level
Mid Lewvel
Low Level
Low Level
Mid Level
Low Level
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Bt E R ETSH

B AR x Hiama
VEREATRES
EQLETABLE CORPORETION
BLLE ATL

Z6T URVEREITY HeATIONAL
BECOND BORBET COURIERCLS T

FIITREURGH
LAREALLE
BT Lowes:
SCEREDME
oD

Y% o |

Cust Invoice Due Ref
Number |Date Date Mo
795401 | 08/20/2000 00/19/2000 205605
795401 | 10M5/2000 1111412000 206300
795401 | 02/04/2000 03/06/2000 207137
516372 | 0217/2000 03/18/2000 211206
516372 | 04/20/2000 02/18/2000 211206
518008 | 05/21/2000 06/20/2000 212334
784647 | 05/21/2000 06/20/2000 212297
518008 | 06M0/2000 07/10/2000 212592 £
501657 | 06/20/2000 07/20/2000 212824 4 Eiom
222006 | 07H7/2000 01/01/2000  43614X b

230575 | 07/28/2000 08/27/2000 213052 Pl

516372 | 0810/2000 09/09/2000 213133

516372 | 0810/2000 09/09/2000 213134 ‘ BuLLY pOUSTRES sesT ST
516372 | 08H0/2000 00/09/2000 213135 TR TR P
516372 | 08H0/2000 00/09/2000 213136 SOURCE TELES

516372 | 08H0/2000 09/09/2000 213137 MECHTROMIC TECHNOLDG!

516372 | 08M10/2000 09/08/2000 213138 R i a b

516372 | 0810/2000 09/09/2000 213139 - rasbti

516372 | 08H0/2000 00/09/2000 213151 :

516372 | 08H7/2000 09/16/2000 213204

836004 | 08H7/2000 09/16/2000 213194 — e Lt bl L
836004 | 08A7/2000 0916/2000 213184 HEEREA) : AR
812465 | 08/21/2000 1112002000 213227 FORT SMTH
836004 | 08127/2000 00/26/2000 213240 FobSH L BT
478604 | 08128/2000 09/27/2000 213256

065003 | 08/31/2000 12912000 213248
516372 | 08/31/2000 09/30/2000 213285
262001 | 09/02/2000 10/02/2000 213200
262001 | 00/02/2000 10/02/2000 213203
262001 | 09/02/2000 12/01/2000 213294 Cust Street City Invoice Due Ref Trans
262001 | 09/02/2000 03/01/2000 213205 Name Address Date Date No  Type
065002 | 09/02/2000 12/01/2000 213277 METROPOLITAN PHARMACEUTI 693 DELAWARE AVE CORNING 08/20/2000 09/19/2000 (205605 CN
065002 | 09/02/2000 12/01/2000 213206 METROPOLITAN PHARMACEUTI 693 DELAWARE AVE CORNING 101512000 1114/2000 206300 IN
641464 | 09/02/2000 12/01/2000 213207 METROPOLITAN PHARMACEUTI 693 DELAWARE AVE CORNING 02/04/2000 03/06/2000 (207137 IN
262001 | 09/02/2000 10/02/2000 213264 SECOND POWER CORP 71130 SUNRISEVALLEYDR  NORTH HOLLYWOC 02/17/2000 03/18/2000 (211206 IN
262001 | 09/03/2000 12/02/2000 213299 SECOND POWER CORP 71130 SUNRISEVALLEYDR  NORTH HOLLYWOC 04/30/2000 0318/2000 211206 TR
JUSTECH MANAGEMENT 570 STATE COURT DRIVE VANDALIA 05/21/2000 06/20/2000 1212334 CN
FREUD CORPORATION 3500 EXCELSIOR BLVD FAIRFAX 052112000 0612012000 212297 IN
JUSTECH MANAGEMENT 570 STATE COURT DRIVE VANDALIA 06/10/2000 07/10/2000 }212592 CN
FAXON NATURAL RESOURCES 377 SAN MARINADR BRAINTREE 06/30/2000 07/30/2000 1212824 IN 1,524.32
DYNAMIX INDUSTRIES 951 WEST STREET TOPEKA 07712000 01/0112000 |43614X 530.97
GRAND LTD THREE FIRST CITY PL SANTAFE 0712812000 08/27/2000 213052 IN 8.85

Trans -

Type S
amaount (M) address (25)

date (D) city (15)

due (D) limit (M)

name (25)
sales_rep_no (5)
state (5)

zip (7)

B PHARMACELIT
{TERPTHEE S CREGE 5T

MEKE FOSEST R

O| @ o~ m o] e

-

g
Po| =

oo

EE88

ITEAAT

LiFa=c |

[Dmems AR x

Trans
Amount
(474.70)
22587
180.92
1,610.87
(1,298.43)
(12.23)
73736
(37.15)

S| oo~ || || pa)

-
o

=
a

SECOND POWER CORP
SECOND POWER CORP
SECOND POWER CORP
SECOND POWER CORP
SECOND POWER CORP

P N T PN T e A e

71130 SUNRISE VALLEY DR
71130 SUNRISE VALLEY DR
71130 SUNRISE VALLEY DR
71130 SUNRISE VALLEY DR
71130 SUNRISE VALLEY DR

P PR RN LA T NI U YA Y o

NORTH HOLLYWOC 08/10/2000
NORTH HOLLYWOC 08/10/2000
NORTH HOLLYWOC 08/10/2000
NORTH HOLLYWOC 08/10/2000
NORTH HOLLYWOC 08/10/2000

RIASTLLLIAL AN E A4 A INAN A

09/09/2000
09/09/2000
09/09/2000
08/08/2000
08/08/2000

AnnAINAAN

1213133
1213134
1213135
1213136
1213137

[EVEPES

CN
CN
CN
CM
CM

~hL

(212.56)
(76.01)
(121.11)
(80.74)
(74.97)

PP
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Find Abnormal Trend/Exceptional Record/Error
ﬁ%ﬁz“ﬁﬁiiﬂwﬁﬁ RA{EE Jraﬁﬁ

It e 8 A= I T B P & =1 yyj

= Classify FEF sC R = Computed

= Summarize ' Field Exc

CrossTabuIate
Stratlfy = Smart Search

Benford / \
BN =18/

= Join Unmatch T|eE&RKHZEAEY BRiHEE = Duplicate
& Match = Extract = Sort = Gap

= Compare = Export = Index
= Relate Table
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FE LU DR ok S PR
Y= ] AR_sum  x Dieem  |E AR Sum x

T RGO IR E NIRRT ¥ ¥ ¥ 7| ¥ f <7 [amount - imit
EIEC)... IBIFEH)... | Cust Trans Credit Cust COUNT Trans Credit
1 Mumber Amount Lirnit Mumber Amount Limit
051593 1,115.71 20,000.00 3 I 065003 15 95891.01 10,000.00
056016 0.00 15,000.00 v I 516372 94 3981486 29.000.00
065003 95,891.01 10,000.00 40 I 535189 2 466.85 0.00
081558 1,779.07 49,000.00 53 I a11002 55 36,965.26 16,000.00
090398 63438 7500000 81| 925007 03 8427293  18,000.00
097627 1,301.83 78,000.00 = EFEERE =
113236 681.93 7,000.00
176437 1280512 40,000.00
202028 174114 38,000.00
207275 3,678.68 91,000.00
2220086 6,446.50 41,000.00
230575 2.94 98,000.00
231494 1,518.91 63,000.00
241370 822.08 22,000.00
242605 1,537.05 61,000.00
250402 601.60 14,000.00
258024 1,114 .25 81,000.00
262001 44 31960 53,000.00
264629 489.20 11,000.00
269267 0.00 22,000.00
277097 0.00 60,000.00
284354 1,296.71 92,000.00
297397 14,691.12 72,000.00
301037 78765 63,000.00
329168 608.90 25,000.00
359310 G600.98 60,000.00
376005 14 537.22 55,000.00
4194489 0.00 5,000.00
444413 1,459 .54 22,000.00
463451 33555 53,000.00
478604 1,235,982 31,000.00
501657 2293952 75,000.00
503458 47573 5,000.00
504356 1,641.41 45,000.00
512328 269713 99,000.00
513574 72.94 27.000.00
516372 3981486 29,000.00
518008 6,591.62 94 000.00
519311 434 44 58,000.00
535188 466.85 0.00
549479 0.00 64,000.00

due ~ Al fields

ref
tvne

TRICHER

B ERE
AR_Sum &t EE

00|~ o |n| b pa

—
(=R

FERE(0) ETH(C)

Y
r =

Fituthfa HHFIEE
B (0)... ® (BB FFRAE

O IR (A)

amount
date
due

nn

JEr) Y S
| |

All fields
amuount
date
due

no
ref LI AR ERE SR

type ‘
BEAE)..

B LiEE
Oz s c) PR sE32 EE B
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mEKAEIFASIIERNE T (RET)
||¥ ¥ ¥ < | ¥ Y7

Employee |Work Gross| Taxable Net|Pay Cheque Employee First Last Address
Mumber |Dept. Pay| Amount Pay|Date Number Number Name Name

000010 ADD 439583 87917  3516.66 09M15200C 12346
000020 B0 343750 BET.H0 275000 09M5/200C 12347
Q00030 Co1 3,187.50 637.50 2550.00 09/M15/200C12348

1 | 000010 CARMEN BACARDI BOLIVAR AV CENTRAL, CALLESSY 6
2 | 000020 POILIN BREATMACH HITDORFER STRASSE 12
3 | 000030 GREGORY QUINLAN 298 MAIN STREET

000050 |EO1 334792 | 669.58 267834 09/15/200012349 4/ 000050 MARKUS BOCKELKAMP AACHENER STRASSE 1053-1055
000080 D1 268750 53750 2,150.00 D09/15/200C 12350 51| 000060 S HADAN GROUND FLOOR

oooovo D21 3,014.17 602.83 2411.34 09/15/200C12351 5 | 000070 RICHARD TAKVORIAN I 800 BOYLSTON ST,

000100 E21 217917 43583 174334 00/15/200C 123562 7| 000090 STEFANG MELONI 11, VIA CORTE D'APPELLO
DDU-IDS E2-I 2.1?91? 435 2 4 TFTAD DA Fa o FE W=Fis Talul it Kolel=4s] = | 1 NY MCCJ\RTY OLDADDRESS

000109 E24 217947 4354 Fadoin) * Uy MULLEN 22 CLARENCE STREET
000110 ADO 287500 7750 mmmms P L KENWARD 41 ESSEX STREET
000120 AQO 2437150 4874 [ BB T KAsz MATOGA UL TOWARDWA 37 A
000130 COA 108333 206, =D BHATTI HYLTON ROAD

000140 CO1 2,368.33 473 IEfEEETER = MEDNIKOW 19 HIGHLAND AVENLUE

000150 D1 2 106.67 421 | mrmpEranns VER WOYE ZIBRESTRASSE 50
000160 (DR 1,864 17 370, - TER DIXOM 230-232 PUTNEY BRIDGE ROAD

000170 DM 205667  411] T EEREAELE ZERAR NALD ADAMS 1327 VICTORIAAVENUE
000180 DM 177833 355, IEIE(C)... B = LUROLITOMEIAOMEL A
000190 DM 170417 3404
000200 DM 231167 462 emno
000210 DM 152250 3044 |gross_pay
000220 DM 248667 497 [net nav
000230 D21 184833 3600 MIFEHE [Bapite

B BT

Dissms || BeTEEk x|
A ad

Employee Gross Taxable Met [Wark |Pay Cheqgue
Mumber Pay Amount Pay |Dept. |Date Mumber
1 | ooo108 217917 43583 174334 E21 09152000 12353
2 | ooo1049 217917 43583 174334 E21 09M5/2000 12354
f o TEEELEE ==

00| = | 0| (0| e | L PO =2

ry
[=Ris]

Yy
[y

b | b | e | b | |
00| = | O | CT| R | LD

M| =
[=2NT=1

%]
-

M
M3
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EREE R R ES RE S

| Employees

Employee MName |n] department Position Address
Mumber
000183 ZEHE E192340929 Development Specialist, Development ’[Tjtﬁizﬁﬂﬁmsifl’;fg
000184 BT (193594110 Consulting Specialist EFErchIE S IERE 3305E
000190 b 0193167398 Consulting Consultant [:tﬁl'CDmparE)
000193  ZERghs B296949123 Consulting Consultant )
000195  FRE{RHA H193541316 Consulting Senior Consultant e =gk .

U o
000196  GREERE E294347211 Training Manager, Personnel AI— B 3 e

000198 §E—__F§‘ E198761637 SUDDUI’t Cashier Employees_'ﬂ'rinr E;gEH}
ooo200 FTHER 0199492729 Development Specialist, Development
000201 EENE 192386669 Support Sales Support EEEFRiRErE |—|
000202 EEE F291212965 Administrative Clerk, Purchasing .
000203 HEE A293000780 Sales Public Relations (w) SRR Address

000204  $FEEE H295479931 Training Advisor 3 : EEIE ). BankAccount
000205  ETFYT G194063365 Sales Promotions O EEFEH AR department
000210 SR G191169879 Sales Cashier Add Empm\f-ee number
000211 #REE B199201686 Training Clerk, Wages LIRS D -
000212 §BEE E193794412 Support Cashier manager
000216  HEET F195296214 Development Specialist, Development B ERIE Name
000217 TN F196459027 Development Specialist, Development *
000218 EBHE H207749196 Sales Account Representative |EmpCun'| Fosition
000219 HRE B291955381 Finance Accountant —

o|w||~m ;s K=

JERT [P [P (Y U ) ) B ey
00| = | N | e L R

oy
7=}

=]
L=]

S o BISH(C)

{55 HiE | EmpCom

§?‘§’f7| v||8ma

E=Edl] t#% Employee |Mame ] department Position Address manager BankAccount
£RTE  Number
80 000420 =R 0298010029  Consulting Senior Consultant BT o E R R 48255 218 000375 1020529380105
232 000821 HIRH C298591948  Sales Sales Assistant AR =E&EDF LR 27058 000758 5400529885305
232 000821 =i 298591948  Sales Sales Support HitH=ERPE L2755 000758 5400529385905
000861 EEi 294029383 Development Specialist, Development  BlILTE L8 15-388 442 000476 5130529440205
000876 Y C297044575 Human Resources  Specialist & 10 163 1 Bt LR 265 3208% 001227 1780529770405
000876 s C297044575 Human Resources  Specialist &1L e T B S 1LRE 288 32088 001227 1780529770405
000889 TE(ERE AZ98177259 Finance Clerk, Cash Disbursemen §1LFPERS @R 7SR (5<BkkA) 000625 2260588881705
000889  ZEEHE AZ98177250 Finance Clerk, Cash Disbursemen & b PIER D IUER 7S (5 ~ERRA) 000625 2260529881705
002067  $EESEs AZ9T8068TT Consulting Specialist BB E R 1155 000375 6190529778005
002067  SHERES A29T806ETT Consulting Specialist ST IR - 1158 000375 6190529778005
002136  BEE F197035899 Training Clerk, Salaries & PR 16 23680 000634 2710519770305

=RRE=AN=-RE = I IV R G Y
[ B R M M e 1 e Bl B




%ﬁff? 7I‘ﬁ 7]()\) B ERENDECE

EIERE AR

| I/:I\T I:I__J Eﬁi HUI—' ma HHI-' mA tl._l %j/.l Ol N T;LQ?ME RERTIURIE

BIFO)...
sk Lnr Rl
AFETHTETRHAAIEETHEL v
EERBHURML RERDRMUMIL
Output Table BIFC)...
Bk ozl
Cheque Pay Per NEFHEETRAARETHEL v
Empno  Amount  Period EERTMIE RERTIUMIE
BIFO)...
001 51850 51850 =

iz i
003 $1000 %2000 - 3
NEFRFATRAA EF0RERHRE
003 $1000  $2000 &

T ERABMMIL RERDBHMGL
HEHEC)..

EIERES ALY
REFRHRLCIFTIET

T ERABHRIL RERDRHML
ERC)..

EIERESaLY
RIFTERHFEFTOSHSLIR
TERRIAL RERTIRIL
BIFO)...
EIERESAAY
BERAIEIRBETRENSHSE

m A /Re lation EERH e,

BB (Relations)

AR (1)
amount ()

date (D)
D

i (D) AR Sort
Included_Taxc () amount ()
MM %aDﬁe o

due (D)
Tncluded_Tax ()
MM

e ;—Arbutus-Compare 5 5 F
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Stz 72 thBE/](T1) —ANEE L 18 3= R IR FRAYRE

$E 55 (Report Title): DOMAIN USERS PASSWORD EXPIRY INFORMATION
#B355H BA(Report Description): HMIRHERFIRL A A RA EEA A AR ZEHRE T ok (Domain Controller)il FZIEF
4E% RHEA(Report Date):2004/3725 F4F 02:25

PasswordExpires Description Domain | Name | LocalAdccount PasswordChangeable PasswordRequired SID ServerlPAddress
False B AR TEEE-EAR UPROFIT | mia Falze Trus True 8-1-3-21-2096861030-3069218362-066048004-1113 | OK 192.168.10.1
False B3 AR TR RERR UPROFIT | perry False Trus Trus 8-1-5-21-2096861050-3069218362-066048004-1117 | OK 192.168.10.1
False e UFPROFIT | eric False True True §-1-5-21-2096861050-3069218562-266048004-1118 | OK 192.168.10.1
L S e — O el T False Tz §-1-3-21-2096861030-3069218362-966048004-2104 | OK 192.168.10.1
False True §-1-3-21-2096861030-3069218562-966048004-2105 | OK 162.168.10.1
BRAESAARNER - BAZEEERERAST T ZESANERHER - E8cABEE -

— Ialthliklhﬁ

Ferenn L inme by Loomie v ’

Tomvree: R & g PR & h-mmh_oli

P R W Fli P

(SN

e T TN

Toser 3
o)

R B R D WE

Sy 20N \ - P mTn
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S hee /() - AMEBES DT RESHIAEE
EZAEEERIREDEIREZIEE?

1. Fal:ﬁ Eﬁpu rchase Orders ‘I;I_ Purchase_orders_items

po_number — po_number

% ’ *Uﬁﬁ Du ||Catej: ’ H§ po_date line_number

vendor_number inventory_number

C

D

C
,‘ ! Pﬁ ﬁ N j:JE SEB po_amount N quantity
Iﬂ]i - J//l J: E/j % created_by C unit_cost

D

C

D

Mame

address
approved_bw
approved_on
ciky

created_by
created_on

i
wendor_name
wendor_number

oD nndnn|4

Er—EFHmERE srons by

approved_on

3D - FIFESorts S - [T [

voucher_number

R g 2 1G58 A Ex s H B HE RS il o

12 voucher_number

8 line_number

17 inventory_number
12 purchase_quantity
12 unit_cost

4
12

ol | Cr—

10 payment_number 12
8 payment_date 8

14
17
12
12
10
8

10
8

10 H po_number

20 reference_number
25 items_listed

12 voucher_amount
30 created_by

30 created_on

2 approved_by

10 approved_on

15 payment_amount
50 vendor_number

/_:E ¥).’|. %E o employee_number
JEE 71y X first_name
e /—/— last_name
E ssn

ﬁ ¥ﬁ /z N o1 *Eﬁ 1ﬁ I:I-I_ 1 department
L
ﬁ]ﬁ = /’ ~ A xXl N 7 employee_type

hire_date

%ﬁz ° home_phone
home_address 1

C
C
C
C
C
C
C
D
C
C
4= SEB = \ home_dity C check_number
Efﬁ 3& |H:I| *E BW] 3 O 9{ J//{ W ’ *U % home_state E Authorizations voucher_number
N
N
C
D
C
D
C
D

oONonNn=Zz=Zz0nNnnNnon

. = _AC Ejj home_zip created_by
= ot hourl —[ created_on
SummarlzeiE AROR R ||t aesed o
created_by approved_on
/I:Ij U % I\‘IL;\ E ¥ﬁ %,E created_on
approved_by

ARl 2 G BRIRBIEEIRER  ||woe

updated_by

Eﬁ_ﬁ ||:|:|l é *Z $|§ éclt updated_on
http://blog.uprofit-tw.com/?p=4625

OMNoMNMNOO=Z9O0n
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=8l 77 #r{&3%R (The Data Analysis Cycle)

AR El(Planning)

BHFHEY(Data access)

K SEE M ER RS (Data integrity verification)
A #r(Data analysis)
E’F?ﬁﬁi(Reportlng results)

Table Layout Supporting
Documents
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EZiZ2NBE1{t/Procedure ZESR(OEIEA

g UPGeneral - Arbutus Analyzer - O
BEFR H/EEH EHD) SWA HEES IEM ERESW FAEEES) |EWwW ZEMR) REH

BHE | GE | RR0kBY SMZ%E | Gt | ikitd | 0F
= i Iu e IJ AP _trang ]J;f CO_D1 FEFE R - =FRErs B x l
-3 Payroll_analysis

20
21
22 |

£

T L e P e T e T P e P P P T e PR TR T T e e P e e

|| Sales_reps
| =] Work_depts = o ) )
-3 Result 24 F )1_Rbnormal NoFormNo), ! 3 (Q1_Abnormal NoLeavelio)
[ Results 25
[ source 26
-1 Source_Folder 27
-3 Work_Folder 28 OPEN LEAVE APPLICATIONS_XLSX W
-[=] E01_ReqLimits 29
-[5] £02_SplitReqs 30 DELETE FIELD LEAVE_ STARTDATE OK
-[=] E03_UnauthRegs 31 DEFINE FIELD LEAVE_ STARTDATE COMBUTED CTOD(SUBSTR(START DATE,,:)+SUBSTR (START DATE,¢,2)+SUBSTR (START_DATE,
.| E04_ReqValidity 32
-[E] E05_ ReqSOD 33 DELETE FIELD LEAVE ENDDATE O
-] removeTempTablet 34 DEFINE FIELD LEAVE ENDDATE COMPUTED CTOD({SUBSTR(END_DATE,!,)+SUBSIR (END_DATE, ¢, 2) +SUBSTR (END_DATE, 9,10},
gl DemoServer 35 SET FOLDER /Work Folder/CO1

-l MODCASE 36 INDEX ON LEAVE NUM TO
-md O5_Window_Hardening_Auditing - -

il PradS
7l ProdServer a1

--J Data

3 Result 39 SET FOLDER /Work_Folder/CO1

503 Script Folder 40 OFEN FTEMASTER W

3 ADO_Main_Script 41 DELETE FIELD txtNew_Leavelo OK

AD1 Set Value 42 DEFINE FIELD txtNew Leavelo COMPUTED SUBSTRING (ALLTRIM(LEAVENO), 1,

C00_DataAnalysis 43 INDEX ON FORMNO TO

CO1_Q1EERE - ERBHE 4

C02 Q2 EE&EHR 45 OPEN FTEXFENSES W

C03_Q3 REAE 46 DEFINE RELATICN FORMNO WITH FTEMASTER W INDEX FTEMASTER_on_FORMNO

C04 Q4 FRFESHZAAR 47 DEFINE RELATION FTEMASTER_W.txtNew_LeaveNo WITH LEAVE APPLICATIONS XLSX W INDEX LERVERPP on_ LERVENO

EEEENE 48

_ 49
CO7 Q7 _EEEL i 50

-] C08_Q8_ESEREENEREEH 51

-1 Source_Folder 53

.. Work_Folder

-{zd Purchase_to_Payment

-l BAEEESES ¢ DemaServer

-l BAEEEES - PRODServer

T L e P e T e T P e P P P T e PR TR T T e e P e e

Set Exact off

53 5SET FOLDER /Work Folder/COl
54 EXTRACT FIELDS ALL FIEMASTER W.ERENO A5 FTEMASTER_W.FORMNO AS FIEMASTER W.CENTER AS FTEMASTER_W.CENTERID 25
FIEMASTER W.APFLICANINAME 25 FIEMASTER W.FLAZN Memo AS FIEMASTER W.REASON A5 FTEMASTER W.LEAVEND RS
LEAVE RPFLICATIONS XLSX W.LERVE NUM AS LEAVE RPFLICATIONS XL5SX W.EMF NAME AS LERVE AFPLICATIONS XLSX W.LERVE STRRTDATE AS
LEAVE RPPLICATIONS XL5SX W.LEAVE ENDDATE RS IF (BETWEEN(FTEDATE, _BDate, _EDate) AND (FTEMASTER W.ERENO <> ) BND (NOT

< >

102 E£8E%  D\Arbutus\Sample Files\Course Data'UP10General\Data Folder AP_trans.dat
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[T 064, ierfr e fi B 2 7 35 (Spstem Citical File Information) 2 B4l e = fERREE T2
[ 065, Aefa B & 5 B 8% 858 7= (Group Policy Settings)

[] 066, stz i B AR R0 (S pstem Patch L pdate] B 3767 6
[T rra o et isian

Cancel

7

|

Files\Course DatatUP10GeneralDat

A3

E36_Payments_SOD_PO

£33 _Miss

E37_Ma

BEF) #EE) =ERD) SFA) ZRE) IEM | ERERNW ( EIEA)  REAH) BEF HEE BERD 270 ZERG IEM | EREIA) | GEH0) fSEW ZEAW HEH
Ha |l Bt MODCASE v S REMNE | 9O B | BE MODCASE b Il 0= 0-0- | L @9l | ¢
- . . . - - E01_Requisition_Limits
| » \ J i
= rietEe 0OS_Window_Hardening_Auditing | AP trame = e 05_Window_Hardening_Auditing 3 .
ADD_Main_Script Script_Falder 3 = ———— ProdServer 3 = =
SR UPGeneral [D - =P — l -4 UPGeneral [D E03_Unauthorized_Requisitions
SN Accounts_| AQ1_Set Value N ‘\—-? Accounts_| Purchase_to_Payment ' ED4_R Bt D_t c:-’ lig
; C00_DataAnalysis Vendor |Invoice Invoice #-[_| AP_trans - eq”fsf TD”— Gl=Akaldity
Col Q1 EERE - ShsstE Mumber |[Number Date =] Vendor2 . . E05_Requisition_SOD
=I-[ 3 Accounts_r C02 Q2 SEsEmE 11663 5981807 111712000 =-[ 3 Accounts_receivable_audit 1 E06_Single_Purchase_Order
i ==k HE LR H
-[7] AR2 - Z . 13808 2275301 111712000 - AR2 z E07_Split_Purchase_Order
© [ Badfile| ~ CO3.Q3 RWAEE 12433 6585673 111712000 4[] Badfile | W
i C04 Q4 HBERBSRBEFIALE 11663 5983047 1117/2000 +1-[=] Customer 4 d _ 1 S
T — 12130 589134 111712000 1+-[=| Demo - £09_Purchasing Data_Valicity
T - i 13411 49545947 10/30/2000 -[=] Duplicate_Train E10_PO_SOD_Approver
C06 Q6 MZ=HMERE 12433 6585951 10/20/2000 5[5 Trans ; B L[5 O i
CO7_Q7 BT EENESET  Receiving
Q7 : . 10721 123196 10430/2000 =3 Data s E12_Receiving_2Way_Match
COE Qe ESEEETRETH 12433 6585880 10/30/2000 [3 Data Folder 10 . o
3 Inventory_1eview vor] 13411 49540141 10/20/2000 41 [ Inventory_review T E13_Receiving_Data Validity
E3 P I - Jysi 11)) 10787 591533 05/31/2000 %3 Payrall_analysis = E14 Receiving_50D
ayroll_analysis H B -
- yroll_ ¥ 12| 10834 58720114 05/31/2000 @7 Empmast 13 E15_Single_Invoice_Limits
13| 14913 8457230 05/31/2000 - = P Il . . -
14l 10524 fo7aAT0S AEM 4NN + = Aa?fro 14 E16_Split_Invaice_Limits
15 - -
E17_Retroactive PO
| | kh 16 " N
§ * E x "d—‘l i 7 E18_Invoice_2Way_Match
18 E19_Invoices_Data_Validity
WINDOWS Hardeni X ﬂ- I E
Arden’ — e IS 19 E20_Payables SOD_PO
20 .
[ B A S Ml ool A B A TR A 359 3 L L, 21 Bk B E e
[ #0 SR a7 Wl Tool o #5788 L SR HE SR (Inchude Fles WIS PRGBS - 5% 57388 bh e TH nits 22 E22 Prohibited_Vendors
\qs 23 E23_Vendor_Address_Match
IR EE T EE AR A 1Regs 3;’ E24 Vendor Mame_Match
lidity o6 E25_Unusual_MNew_Vendor
L1011, et 5 BT AR Jo e BT 2 25 T2 SRR The Privieges) » 257 £ Group PR {35 AP R Gtatus) D 27 E26_One Time Vendors
1012, Bt 7 St B 0 S (5 B ective Sl 5 P T npTablet 28 e
E27_GR_Without_Invoice
[ 013, sl o 4 B (st Account s 75 2 458 i (Disable] 29
) . E28 Invoices After Period_End
1021, iz 5 A A7 et B A B T e e B A S BT BN MR B A i - M7 TS L W (I P R AR e O e T s I Ehis . . 30
ardening_Auditing 31 E29_Payments_2\Way_Match
(22 s o aE A R P s 2 - S ERiS T SR FEESE R 32 i
(1023, st o AR o o S 0 T 1 (P B T BT yment = =D e
C1031. i TR A PR - EASRTARAE 75 b i B R B S a A DemoServer V] E31_Dup_Payments_Similar_Amt
(10441, it windowsHERE Scheduled Tasks fe8 RS 5= PRODServer 15 E32_Dup_Payments_Diff_Dates
051, Asfefecfrfzn B gk itudi Policy S &5 58 4 R TE 1 R STAT S7 S 02 36 E33_Dup_Payments_Patterns
(1061, 4z MR EE SR PR TR ST -2 iR B /EE B of - SRR EEE (Pessword Policyl BRI 5 4l 75 B 48 7 SEeiotas a7 .
E34 Duplicate_Payments_EFT
[ 08-2. i dzs R S o e 3 T SR AR (Secuity Options Palicy] 38 -
(1063, Aefptets h i B 77 a0 B 641 R i 45 5 stem Starup Programs and S ervices] > ag E35_Payables Data_Validity
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Analyzer
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Server
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&1 BE#2 (Scheduling)

e —
-3 QTY_Scheduling B 3

- @ 2014-05-1210:3123 (o ' ~
@ 2014-05-1210:34:23 | FE=R E ]
@ 2014-05-12 10:37:23 QTY Scheduling

@ 2014-05-12 10:40:23 i
@ 2014-05-12 10:43:23 PREEIR

@ 2014-05-12 10:46:23 ) EeE REt&HEA 2014/ 516 o  BtEERS R 1004232
@ 2014-05-12 10:49:23 & — 20144 546 (V] i

@ 2014-05-1210:52:23 @ EEEVERTT

@ 2014-05-12 10:55:23 O 5x HETIEER 3 S

@ 2014-05-12 10:58:23 .

@ 2014-05-12 11:01:23 'j'ﬁﬁ
@ 2014-05-12 11.04:23 O =R
@ 2014-05-12 11:07:23
el 2014-05-12 11:10:23 A
@ 2014-05-1211:13:23
@ 2014-05-12 11:16:23 @ {&l A\ {EH

@@ 2014-05-12 11:19:23 © #£H

@ 2014-05-1211:22:23 o Hil

@ 2014-05-1211:25:23 RS R
@ 2014-05-12 11:28:23

@ 2014-05-1211:31:23
@ 2014-05-12 11:34:23 P TS
@ 2014-05-12 11:37:23
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—ESMARNT IT BZNERRA

Automated Auditing Program for OS Hardening Compliance (for

Windows)
AR EE AT HERRSRE N
> MRS AEEkaE MEEERENEEEZRE
KimgaE M

48 3 T 1T R A RO R )

> TEEMRRZNERREIPUE - ETEERE
— Bt AREE AR 8

> RBEENEERENADRAETEECRERE
W% B AR R &

> ERRRFEBEREARE ATBRNA AR EE

NS ERRE
> BHTER - SRS

Ol
=

)
I~
T
\}h(\\
=3
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B REARGIRIBEANITIR

WMI Analyser XML

Extract S
Data [ AWindows Log & ﬂ

A FHArbutus
B iTEnse
EHRE

Windows Server 2003 Windows Server 2008 Windows Server 2012

NAEER D FTEREE D
FrWindows Log%‘ P& s 5= 0 A BR 1
)

#EYWindows Log M #&Windows Log& Rl
By PEAE R D ITES
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NAREZIRA

it - BHix RIEZRME (e RcEMmESR
fez = AERERTEZIEA fez 1=

S JRE

HEZ 1 PRAR E t&zI0ee(Audit B ZTBRER
tez =4 Policy)ZE w2z i=H fezi=

APR
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2
1]
o

BERIRIFS

Windows ‘OS-Hardening-
Audit‘Report

5% (Report Title): HIDDEN FOLDERS REPT
Frze oA (Report Description): th%ﬁﬁ?ﬂ‘rtﬁﬁfﬁ?ﬁ%ﬁ&“ﬁﬂﬂi
5 HEA(Report Date)2014/7/14 F4 00:42
Hidden Name Compressed CSName Encrvpted FileType Path Readable System Writeable ServerIPAddress
True cwimi test fis False DC1 False File Folder 'wmi test True False  True 192.168.10.1
True cwimi test fis\output False DC1 False File Folder ‘'wmitestfis,  True False  True 192.168.10.1
True c’program files'windowsupdate False M52 False File Folder 'program files\ True False  True 192.168.10.20
§8Hh3REA (Comments) : HEIRIFR AL Hidden Bl (E{E - F B TrueRIRRB BRI SERIRE
& EL

Frar e (E R True » RIGERESE RIS

Hidden o
B E BFalse » HIEEE B8R
e iR

Example:c:winnt'system win i

Compressed HoafEmTne » IR AREEEM
Hrney (B mFalse » BIFEFEEET BRBEREM
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