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Assurance/w#:s2

Assurance is necessary and sufficient evidence
that information (or information systems and technology)
meet their recipients’ (or their users’) knowledge (or belief,
trust or confidence) requirements
in support of rational action in one or more specific contexts.

(Will and Whobrey 2003)
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Key Concepts......
The Risk Molecule

Risk molecule example : R = risk, Q = consequence & C = control

- R Syztems constraining speed to mark et
—-(3) Loss of market share
C Reszearch and inhiovation to strengthen, then increase product acceptance and adoption
t development and IT zaftware and hardware improvements

Preventive Controls reduce Corrective Controls

the likelihood of the Risk mitigate the full impact of
event happening - the Consequence(s)
(before event - best) (after event)
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P S - L X Q

= Likelihood = Consequence
—>—E ZAlmost Certain —> Catastrophic
—  80%-100% —  80%-100%
—> 1R O] gELikely —>Major
—  60%-80% —  60%-80%

—> A oJg:Possible —>Moderate

—  40%-60% ‘ —  40%-60%
—> AKX o] gEUnlikely —>Minor

—  20%-40% —  20%-40%
—> % A ogERare —>Insignificant

—  0%-20% —  0%-20%

-——1? %pr LA\%‘-’r
\/n‘%ﬁ- A A ot




KX B profic Digital Lid..

Key Concepts......

Moving focus from inherent to residual levels

Risk Rating Control Effectiveness

Excessive

Significant | Effective

—\‘ |
Medium Limited ==

Low : Deficient

Risk management methods need to vary
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Key Concepts......
Risk Grid Report Before & After Controls

Risk Category ID Risk Description Inherent Probability Inherent Exposure Residual Probability Residual Exposure
Banking Rizks 205 Passwords have been compromised in settlements by being obtained in an unlaw fulunauthorized manner 0% $52:5 800.00 0% F6 20000
Barking Rizks 203 Inaccurate andior incomplete information is provided to the credit system. 0% F23 000.00 20% F2 50000
CashflovyLiguicity 494 Key customer who ovwes us money (.. 5 debtor) fails 0% F35 000.00 T0% F3 50000

Risks by Inherent Exposure and Probability Risks by Residual Exposure and Probability

$60 000.00 $60 000.00

$50 000.00 $:50 000.00

$40 000.00

$40 000.00

+ID
[z table above)

+ID
[zee table above)

$30 000.00 $30 000.00

Inherent Exposure
Residual Exposure

$20 000.00 20 000.00

$10000.00 $10000.00

+ o035
+ 503

40% E0% 0% 100% 40% B0%
Chart Area

Inherent Probability Residual Probability

before controls after controls

Items in the red area require immediate attention.
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Likely
Unlikely

Possible

Likely
Unlikgly

Possible

Possible
Likely
Possible
Likely

Zataskrophic
Zataskrophic
atastrophic
atastrophic
Major
Majar
Major
Major
Majar
Majar

Yery High

Yery High
Tolerable

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo

"% %% -Standard Value

Qualitative Measure of Likelihood

Qualitative Measure of Risk Hating

Level

Typaeal Value

Fange

Foegoound

Faie

10.00%

0.00%

2.00%

Lawvel

Typacal Value

Range

Feoweziound,

Vepr Low

10.00%

D%

Tnlikely

30.00%

20.00%

40.00%

Lowr

30.00%

40.00%

S0.00%

40.00%

a0.00%

Likely

.00%

a0.00%

BO.O0%

Alvrost cextain

Relative

0.00%

Qualitative

B0.00%

100.00%

Measure of Consequenceflmpact

Lewvel

Typacal Value

Fange

Fowe goound

Insignificant

10.00%

himes

30.00%

Backzoound

S0.00%

Idagox

O0%

Catastiplas

A0.00%

Toletahle

S0.00%

B0.00%

High

%

0%

Verr High

S0.0%

Consequence

100.00%

Likelihood

Faie

Fossible

Likely

Catastiophic

Toleable

High

Difagox

Tolexable

High

o ate

Lowr

Iifinc

Lowr

Insignificant

Wexy Low
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| R | 1o FsERERERE |1 IREEBTRR RN 5eR 2 HABRAR HY BRI | BEEk |

FEfE | Bl C EETEE ERER | EEEERSR |

PR EMEAHREREREUERE. . RRBRAEE  RRe 1R AREE  BEEERISR] Unlikely Catastrophic High Ho
FRHDARRERERENENRE .  EREFEEN BRI EEE - SREERIER Unlikeky Catastrophic High Ho
Ex REELEEErE (BiigesE.. SEIERP R sT Rt st AERE Unlikely Major Tolerable
ety MEhSREE. . TREmEEERNLE Major High

Ex RAEHEEEE (R, RFERELIESNEH 2 SERHIH - RIERFENE.. Major High

B RAEITEEE S [RigwE R, FE\BEERSARRFPEHRE Major High
PRHDARRERZERNERE . BExEORERY  AERERIEEEY  BEE () . Catastraphic High
PRRRAHRERERENERE . EXRERERY  AFRERIEERD SRR (48 kE. Catastrophic High
FEEE R (RIS E RN, RITHITY  RRDESESTIRIBAGHE Major High
PRHDARRERERENEMNE .  WERIENR  22FE (5) #4Fh Catastrophic Wery High
PRHDARFEAZEENERE . AERSENR  8EFRE (5) #4FR Catastraphic Wery High
EIRERESErE BigwEy.., FEEEEAFHEIDHEETNRE Major High

mERF R  ERFREE.. RERENEE - RSB Major High

Profile Risks

11 B | 10 FEAERARE |1« REERT R R R 2RIEEER | ‘ B || EEmes

BB | ElpR f| EETER B S | EEEmER | WL
EFHERRENREEERENE.. RTINS BRI EEE SRR e Uriikely Catastrophic Hgh O\ Mo
ERHERREHREEEREHE..  FREBEIEEN BRI SRR e Uriikely Catastrophic High Ho
BESTIEE  EOREER.. TaEERERasE Major High Ho
EXEEEIEsR (EHesEE.. DNERELIEEIRnES asEEmRIn « BEIEREEhE Major High Ho
ExaisFt PR (EHewEE.. BE\ErEgsERErmiERe Maior High Ho
ERHMERREHRNREEAS . OXUREEEY  DRRERINEERD SRS () RE.. Catastrophic High Ho
BHEARERRRERASHNE., BRUREEE  ARRERINEERD SRS () RE. Catastrophic High %m
EEME IS [EREEERR... RITENTY  SENESEhF RIS Major High Ho
ERHERREERREERERE..  REEEEFEI  SRER (8) BETE Catastrophic ery High Ho
ERHMERREHRREEREE..  REEAEFEI  SRER (B) BETE Catastrophic ery High Ho
ETRBR SRR (EdwiE., SRSRENFEADMNESEIRE Major High Ho
REETIEE  EOESEEE. SESHRE  BPFEEE Major Hgh ) Mo
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Likelihood Lewvels | Eizk Eating Lewvels | Eelatve Conseguence Levels
Eizk Eating Matrix

Flobal Conseguence Levels

Control Az=ezmment Levels

Qualitative Measure of Control Assessment

Typacal Value

-10.00%

Foveground

Baclgound

0.00%

10.00%

30.00%

S0.00%

0.00%

0.00%

X
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HEAAZR S
(Simplest to Sophisticated Analysis)

Prioritise leads to Action Plan, set Targets
Existing Improve

® @

Ist Stage Next Stage

After Existing
Controls

.—"

Existing Improve
Effectiveness Effectiveness To
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Bl B G 2 il 3 R

Profile Risks

J I 2.2! Assess Control Effectiveness 2,31 Residual Rating {calculated) | |J ? I Highest Risks

Hierarchy | Description T ¢ | Inherent Lik... | Inherent Conseq... | Inherent Rating | Prevention Assessment | Correction Assess.., | Has MNokes
CEE.. BRI R EE BRI, (MIHENE, FREERREEN Possible Major High = Qualiied Ma

Darmaging

Mane
/ Deficient

Profile Consequences {Impacts)

J ICnnsequences

Hierarchy | Description 4| HasMotes |

S ERENEE R S BT, (MRS, s, HARSRENRE, EF S BN Mo
- EREYEEE B Biale R, DHENE, IS sEEEDETHAEMREEERLRLE., SHEE.. Mo
- WEREEYREE R EE Biie B, MHELE, s SIEBEAHEELMN - SEERLTH - BREASEE Mo

Profile Controls

J 2.1: Identify Controls

Hierarchy | Description Type | assigned To | Status | Trportance’ % | Has Motes
Ker

CHER.. IR ETARIRIE Preventive S#EE In Progress Mo
LEEE... PEEE IS ATESA Preventive B e E:xisting Mo
LR, METTEREESL LA THE Preventive WAL Tao Plan Mo
LAEEE... IeEEEHTIEEEEEY Preventive B e In Progress Mo
LAl iSRRG IR, (R R IR R, Corrective FIEE Existing Mo
AR IFTEEEIEER, SR EH OwERE.. Corrective FAEE In Progress Mo
LR FoREE IR Corrective g In Progress Mo
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BHiTIHEHEEZ (CSA & Audit)

Actlon
Plan

If High Inadequate
Inh Risks & Ctrls ImPr@"'e Acceptable

: »
Adequate Self Test
* Using Sample
Test Questions

v Audit — Independent Reviews
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Sample Testing on Inherent Risk Method

Step 1:Risk Assessment Results

Add further controls
Assess Control

Step 2:Sample Test

2.1 Control Test Plan

2.2 Test Control |

2.3 Reason for Breakdown
2.4 Control Effective

Step 3:Reports
Sample Testing Report
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AR B A R R

W20 Al TERIZEEFL
Wit &l T EH 72§ 2id

J % 2.1:Control Samples Test Plan ” Z.4: Controls Effectivensss J ? Ineffective C

Hierarchy | Control Category | Description | AssignedTo | Fitness | Status | Effectiveness £ |

CASREEMIER... Al Controls\ BB, \ERRRIEE (RISIERF AR, B R RN ERAIEMS FIEE Key Existing Effective
CHEREEMAE... Al Controls\BEE. \EAREE EELEREEREE i Kev Existing Effective
CAEEBEEIEE. . al Controls\ R, \EORIEE BELIEIREEREE i Key Existing Effective
CASHHEEARER,.. ol Controls\BREFE, \EMEE FESEFE IR AR Key To Review Improvement required
COEHEEREER... Al Controls\ BEE. \EMNEE HESMPEECEE, BITEMNER Key Existing Improvement required
CAEBIREEEEE. . Al Controls\EBEETE, \ERRRIEE INMEESHEIERTEES B Key In Progress Improvement required
CAEERFRORECOE. .. Al Controls\EREESE. \EORIEE THIEEWERIEERRF LBRESNTMERETREERSEE Key In Progress

CABIRFEIREADE... Al Controls\ BEEE. \EMEEE EEREEE & Key In Progress

LG HEEIATEE... Al Controls\ BB5EE. \EEMEIEE  IRiBESAtEEIIE R, HE R I IR IERIR Key In Progress

CAEHRERERE... Al Controls\ BEE. \EMEE ESEFEFIIERAERE i Kev To Plan

Profile Control Samples

J |2.2: Test Controls | 2.3: Reason for Break-:lownsl H ? Failed Test Ry

Hierarchy /1 | Description iz TestResult | Test Date | Tested By |

all Profiles\01l BFEEGRE0S SREZ 0., \INEESHTIEREEEY HiED AT SIEETHR I -00ci3i31 BT 120000 David
all Profilesinl BFEERSI0S SREZ\0.. \INEESHTIFEEEEEE SEFEEN TSRO EERERF Pass 2008(2{25 _£*F 12:00:00  David
Al Profilesi\0l BEE R0 SEEZ 01, \INBEEHNFIRLTEEE EEEENTIHEIIRHNITERES Pass 2008(3/15 £ 12:00:00  David
all Profiles\01 BFEFREI0S . nsEtaie \ SAEIEE TIFEERE HBE= Ao SURE T RBAR Pass R
all Profiles\01 BFEEGRE0S . AnEie A SEEEEE TIEERE EEHTIEER RS 2008i2{15 _F-F 12:00:00 GR{EE
all Profilesinl BFEEIRE0S . ANEie A SR FIIEE TIFEER HEHTIERRISMERETIFERZF Pass R
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—

Datavade | | R .. IS ghu... | Q con...| Ccont... | Facrac | R ri..| SEau,,, Qcon.. |Cort... | farac |
‘E‘U‘ﬂim =2 A“CDHW -

@ I 155 Unapproved Risks @ : 5 Unapproved Consequences (Tmpacts) @
-5 ATEEERER B0 AIERRE :
E- El FREREE ] ﬁTEFﬁﬁ#mﬂﬁ?EﬂJiﬁfﬂﬁ T8 ? C L)lit%ﬁi%lﬁ] » BN S F 2 INTE R
R ZEdEmeF g -0 RRE = -G RESEG [EXRALES T80
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el - El BRI hd Q) THSEREANLE GRS RERS b ¥
Contexts R ZEtHREEE - SRR RIEES Contexts Q) ERERERHADTRRRT - FE Contests s iker
R OHEEHEERIET  BESR (5) BT Q) SERERRSMEE TR - BERL ) B TE IR
P - [El ERFFETEALRTE AR P Q) ETEEEEEs - SHEEEREE] P -0 TRRIIFRRES
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(5= | B#EFE | Bk EE | EeEs

0z, BERE o EEEREE. . Residual EffgocFEREES.. SRREREEREE

0z, BE e F EERE... Residudl BfEcF EERESR. EHIRBELETIE

0z, BEfE e EERE... Residual BifEcFE EREESR. .. A #5!%%’% EREETRE..
0z, BE e F EERE... Residudl BHfEcF EEEES. . 3

0z, BIfE e EERE... Residudl BEfE e F EREEES. . g
BOEEEMEE  IRIEE A Residual BoEEmEn s » 1R

. EJ P RaER |

EEAEE | BAE.. | EF.. |ReERTEE |REERES | RGERSE RREEER.. | REAEEEE | R |
MT$500,000,00  Effective  Effective Rare Major Tolerable MT$150,000.00 I‘{I’$13,SDD.DD Mo
Unlikely IMajor Tolerable MT$50,000,00  Deficient  Deficient Unlikely Major Tolerable MT$45,000,00 MT$12,150.00 Mo
IMajor High NT$50,000,00  Effective  Effective Rare Moderate Lows MT4$15,000.00 }IT$2,250.DD Mo
Likely Catastrophic ‘ery High MT$500,000.00 Possible Major High MT$250,000.00 MNR122,500.00 Mo
Major High NT$50,000,00  Deficient  Effective Possible Moderate Tolerable MT4$15,000.00 }IT$6,?SD.DD Mo
Iajar High MT$50,000.00  Effective  EFfective Rate Moderate Lo MT$15,000.00 WT$2,250.00 Mo
Catastrophic High MT$500,000,00  Effective  Effective Rare Major Tolerable MT$150,000.00 I‘{I’$22,SDD.DD Mo
Likely IMajor High MT$50,000.00 Unlikely Moderate Tolerable MT$25,000.00 #T$E,750.00 Mo
. Likely Catastrophic ‘Wery High MT$500,000,00  Effective  Effective Unilikely Major Tolerable MT$150,000.00 I‘{I’$31,SDD.DD Mo
%E%&Eﬁ%aﬁ. . Likely Major High NT$50,000.00  Effective Unlikely Major Tolerable NT$35,000,00 WT$7,350.00 Mo
EEEAELE R Likedy Major High MT$50,000,00 Possible Moderate Tolerable WT4$25,000,00 Hr412,250.00 Mo
B SFHERRE.. Likedy Catastrophic Yery High NT$500,000.00 Effective Unilikely Maior Tolerable MT$150,000,00 MT$52,500,00 Mo
u
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MFL vs Residual Exposure

100,000, 000
20,000,000
60,000,000
40,000,000
20,006,000

100,000,000
80,000,000
€0,000,000
40,000,000
20,000,000

Rzszidus| Exposurs

Ri=k RezidualF xposure

A new FProfile [£ZF FEH#]
roaEEE [1] $90.,000,000.00 $31,50:0,000.00

Sub Totl: $50,000,000.00 $31,500,000.00

4 new Profile [H#58]

Famm E(o®g) [2] 590,000,000.00 $14.700,000.00
ERALESHARESEEE [3] $90,000,000.00 $44.100,000.00
TESEHBE (6] §30,000,000.00 5$1,166.666.67
shaRsEsAR [24] §70,000,000.00 §13,230,000.00

Sub Totzl: $300,000,000.00 $73,195,686.67
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Description

=+ A1 Profiles
B- oo 7&%%
- GBI EEE [A new Profile]
----R FIERSEPTEHE TR
F EEEEH [A new Profils]
~RisELEEEERE
F S (A new Profile]
~R PR
= F S8 [A new Profile]
R S memmes

C PETAEELTATHE
C EEdd sy gl
C I TEREERE

- () BIREHEEDE - SEELIRE  BRES.. RS

J

| @ [ ConttEAEER | [ 855 ¢t ¢

FerE | I=f g

4| ERERE

HEFE

Al Profiles\]] {E2EE A new Profile
A1 Profiles\)2 EL3RE & pew Profile
Al Profile\)3 AR A new Profile
L1 Profiles13 SR L new Profile

Al Profiles\)d $75E A new Profile
L i 11 Dl AN C bt i A T £,

BREQATEREE
s Par =
TR

FAFE - (REE ~ MERITEY

B B e e -5 U 2 Y

Admnin
Admnin
Admnin
Admin

Admm
|

-

| 73 [°1 R R

Profile Risks

| S

AR MR A
LUP MRS

C SHErESMRe

R BEHRETASVESRSEEE
=0 02 BiRE
F HimiP#iaR [4 new Profile]

FRRICE

A‘ﬁf*ﬁ?“ﬁ

F b s fAR I 2148 [A new Pro
F BAHEZE (4 new Profils)

- F BEHELMEERITE [A new Profile]
R OBIEEEBT
=R BESEmEY

C BRI
C BEARATHIARRZAENT
-C BfrRaE R

F Eﬁﬂﬁmﬁm [4 new meﬂs]
R mgmmm=@ms - -

F #ismit [4 new Protile]

F iE#EHmT [4 new Pofils]

F ##&EE [A new Profile]

B peEil

Q HBAFEETRRE  SRTERET.

A

ATP. VEREIEEE [A new Profile] {@EESLEEYITES
BELRETE
18 [4 new Profils] EMEYBEERER

| SRR A

FERIIZURE

| EEH |BXE1T8

H#E B | e

TEAEESEER TR
TamMmEEES

L EFRIF TR

PIERE R

Tn3E 5 ERA R 5. 3E

e B IR EEEYE
SRR A
SERAMEEE

it e S o
8T S EE A T
RS
ERUBATEEHE - FRRHE 0
faA s

HEEEEHT
BiEmRT el

IREA%! « EASAEESE R ZAL

pil

Corrective
Preventive
Preventive
Preventive
Preventive
Preventive
Corrective
Preventive
Corrective
Corrective
Preventive
Preventive
Corrective
Corrective
Preventive

T sevebin e

Kew
Kew
Key
Kew
Kew
Kew
Key
Kew
Kew
Key
Kew
Key
Kew
Key
Kew

Ve

FI BB
BERE
B E
FI BT
FIABRERE
BERE
EEE
BERE
FI BT
FIABBERE
BERE
FIBREEE
BERE
EEE
BERE

diBiEalr

20071430 +4F 12:00:00 No
20071430 +4F 12:00:00 No
2007/1/30 L 4F 12:00:00 No
20071430 +4F 12:00:00 No
2007/1/30 £4F 12:00:00 Mo
20071430 +4F 12:00:00 No
20074130 £4F 12:00:00 No
20071430 +4F 12:00:00 No
20071430 +4F 12:00:00 No
200741430 £4F 12:00:00 No
20071430 +4F 12:00:00 No _
2007/1/30 £ 12:00:00 Mo
20071430 +4F 12:00:00 No
2007430 £<F 12:00.00 No
20071430 +4F 12:00:00 Ho
AONIH A0 AT 190000 I \Y.—._’I—I
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Profile Controls

|5 32 FATEAE [ 23 niEmne H? | ERiTEEsl ¥ |

Fe | TR S| HkEE T
AlProfiled)5 MEREER. VSR ARESHERERS 1TRAMNTHIRETE To Plan
All Profiles)3 PizRdr g [ BT EMEEREREM AEERE Ta Plan
All Profiles\Dd FF75EGEAEIE ~ (REE - TRECIT. FRFFACGE NS ERARE B BT Ta Plan
Al ProfilesD5 RIREVE R VER A REMBEERERS MEtrhRi _REEEERER To Plan
Al Profil. VB [REFHEEER « BEEGTRHR  BRRAEE T eECHiATE To Plan
All Profiles'Ds Fifz @D, \EMEMFEEEITHEE R BURAREEE - RHRRIE - RHHEE To Plan
SEREEREEH YRS B BRCEEDRES.. ARRETE  LiRTRIE To Plan

Profile Controls

|5 SLRATEAE |[ 33 mhEme H @ [wsiTaEsl ¥

Fe e | FERFAT S| 4kEE T
Al ProfilesiD5 ARENE BFLAEAG [4 new P ERME TEGMHEHEESR In Progress
All Profilesl5 AMIRRNT Byt e TG [4 new PAT AT IIEHIR T RIF TIF In Progress
All Profiles'D] #B2EEVERAEHEEE [A new Pro. NVEEEQEEYREE IDEEEXTIMETEEE In Progress
CMEFERZ BT R R KRR ThR R BREE  BRIEE . LAk R In Progress
All Profiles'Dd SFFERRIFETIR - (ROE ~ TRSRTT. RARACE  IRERMIRIEBHE In Progress
AN Profiles'Dd FRFERIFEITEIR - (R3E - PREETT. WRIFOL:  RHREEEN In Progress
CNEREIAEELHBENE  BREE T RERSE. . FESRnR In Progress
NHERREETEER  SESSRRAEEEH  BR. WBEEENT In Progress
Al Profile02 BARE VRS ERONTE S \VBELREEE  RIFRATENR In Progess
All ProfilesiD3 PrRED. \ERERE S I TEEE RN BEEER - HigmSEE In Progress
All Profiles'D: PrfzE@ntD. \EREREERITHEEERE BERARMEER @ FEEAREETE In Progress
CNEREIAEELARENE  BREETHRRERSE . BIiEEk In Progress
AT Profiles)] {BBEMBE [4 new Pro. NEESIEDES SRELLESAISE In Progress
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3L FNTEATE | 23 RS | [I

[

| HEBEETE | SHEd A s | BREAE | EEW |BHESE | #rR| | EFEPHE | ESiEBIAREA | WItERAH | ERERSIE. | ERERERE.. | BE |
nEAEERR.. LA DREEEE.. Corective RT3 Key  FIABREEEE ToPlap  2007/1/30 k.. 200725 b4, 20073431 £ NT$2,00...
tEFSE TR TR Preventive 2t Key  (EERIE In Progr 00750 £ 20072 B4R 2007 B 200700 HT$500,...
ERGHE LR LR Preventive =8 Key  {B#EDNE InProgrgss  200%1/20 k.. 20031 E4F.. 20074/30 £ 20031 k.. 2007470 £ NT$200,.
FE3E..  AGRSER AEREERIE Preventive FEE Key  FIABREHE ToPlwp  2007/0/30 k.. 2007245 b 20072428 E.. 20070404 . 2007205 b NT$L,00.
MR EROREIE L IS ERAR.. Preventive BB Key  FIABREHEE ToPlap  2007/1/30 k.. 200735 b4, 200746430 .. 2007/6/5 £... NT$250,...
OEPIED b EEEE NREEEHE. Preventive SRt Key {BENE InProgrss 2007430 £ 200742 b4 2007/5/50 .. HT$65,...
PR, OFREEIE. SEIRARISLE.. Corective BB Key  {BEDNE InProgss 2007430 k.. 2007345 k.. 2007446 £ HT$0,0..
MR R UERAREE. Preventive BESEE Key  {B#EDNE InProgrss 2007430 k.. 200734 b4 2007531 £ .. 20074525 £ NT$623,..
AR, AR MkLERE .. Corective R Key FIABRFHE ToFlap 20071420 .. 200734 EF.. 2007462 b<F . CODRESESEER 200741 L. NT$5,00..
5. A EMSE FEITAIEE. Corrective E Key  FIABEHEE ToPlah  2007/1/30 k.. 20073415 k.. 2007445 F.. 2007315 . 2007445 .. NT$853,.
MERACGE GRS ST Preventive Key {B¥EINE InProggss 2007190 £ 20074/ E4F.. 20070542 £ 20070 £ 2007542 & NT$E20,..
SEPRE A BVIRAE RUTERR. Preventive Key  FIABREHEE ToPlap 20071430 k..
FATH.. A EhDE BRIEATELE. Preventive Key FIABHEREE ToPlap  2007//30 k.. 200754 E4F.. 2007440 F.. 200754 £ 20074650 k.. NTH4,58..
iEE.. A EAE EiEEEER Corrective Key  {BEDNE InProgrgss  200%1/20 k.. 200748 E2F.. 200%/5:31 b 200747 b 2007531 & NT$78,0..
TEE.  EEEL. HEREEEHT  Comecie Key  {BEDNE InProgmss 20071430 £ 200764 b5 . 2007630+ |EEDEEEEN 2007626 £ NT$950,..
LI A JHEhIE R EERE Preventive Key 3 Tn Progn 200741430 £
ey . YRR Preventive Key 5 InProgrss  2007//30 k.. 2007542 k.. 20076/ E<F .. 2007542 .. 200764 k.. NT$8SZ,.
FATHE.. A SERRER, ( FH.. Preventive Key 3 InProgrgss 2007190 k.. 20076/ B2F.. 20077¢31 k.. 2007603 b 20077730 £ NT$4,51..
FATHE.. A EHEEERAEE... Preventive Key 5 InProgrgss  200%1/20 £ 20074/ E2F.. 200%/5/0 £ 20074/ k.. 2007528 & NT$250..
hiRE .. BoRiEE Corrective Key 4 In Progs 007150 £ 20070 £ 200751 B 2007420 . 200WSE0 b NTHLSD,..
LS 4. VEEE SHERT ... Preventive E Key 5 InProgrgss  200%1/20 k.. 200%312 £ 20074/30 b 200312 .. 20074/30 k.. NT$L00,.
Bz A BORAE REREDE.. Corrective = Key  FIABEEE ToPlap  2007/1/30 k.. 2007246 b.. 2007540 k.. 2007446 .. 2007430 k.. NT$520,.
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Governance, Risk Management, and Compliance(GRC)
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Governance @ |

« Policy Management
e Technical Standards
« Awareness Training
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" Risk Management @\ ~ Compliance @\

Risk Assessment « |Internal Compliance
Vendor Risk » Regulatory Compliance

Remediation Management  Controls Framework
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AER SR ERIAV B &

The 20™-century internal [§ Today’s typical internal | The risk-centric internal
audit model audit model audit model of tomorrow

Assurance on the
Controls assurance based f Controls assurance based f§ effectiveness of risk
on cyclical or routine on risk-based internal management in addition
audit plans audit plan to controls assurance

Adapted from Pricewat?rhouseCoopers Advisory H{ ICEWATER HOUSEC(D PE RS

Services, “Internal Audit 2012, © 2007
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Risk Rating Control Effectiveness

Excessive

Significant | Effective

AA
Medium - Limited ==

Low Deficient

Risk management methods need to vary
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Risk Grid Report Before & After Controls

Risk Category ID Risk Description Inherent Probability Inherent Exposure Residual Probability Residual Exposure
Banking Risks 205 Pazswoards have been compromized in settlements by being obtained in an unlavwulunauthorized manner Q0% F55800.00 S0% F6 20000
Banking Rizks 503 Inaccurate andior incomplete information is provided to the credit system. 0% $25 000.00 S0% F2 50000
Cashflowy Liguidity 494 Key customer who owes us money (ie. a debtor) fails TS F35000.00 70% ¥3 s00.00

Risks by Inherent Exposure and Probability Risks by Residual Exposure and Probability

$60 000.00 60 000.00

$50 000.00 $a0 000.00

$40 000.00

40 000.00

+ID
[=eetable above)

+ID

$30000.00 (zee table above)

F30 000.00

Inherent Exposure
Residual Exposure

$20 000.00

$20 000.00

$10000.00 $10000.00

+ 494

$0.00 $0.00

0% 20% 40% B0% 80% 100% 0% 20% 40% B0% 80% 100%
Chart Area

Inherent Probability Residual Probability

before controls after controls

Items in the red area require immediate attention.
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Transaction Monitoring for Controls
Assurance

Payroll OTC Other

» ERP Activity Transactiun:ill Data
(500) (Financial)

v Event Detection ge Co g
(Access and o — * Financial
Authorization) — — Reporting Data

v Configuration - » Compliance
Settings wiSOX 404

= Operational

- L] £ ] L]
. . . - .
Non-financial Transactional Efficiency
Data & System Settings
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SEMEE - 152 HEERE

Continuous Monitoring. Continous Auditing. and Continuous Assurance
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Ref: ITA Global Technology Audit Guide No.3: Continuous Auditing
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GRC & Business Assurance Framework
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4. HRRIBRAFAINEASTHE - BHEEUAEFTEZESENEUABEAERNERAREMNRBIEEAR
- BRFEEARTISAEERNBRZE - LIRS EPRFELEED -

= - Bl

. BBBEURBBRER BRERREZ BRE" £— "l 5IEBE" (AR ZKE - I
Z [ R AR EN (SR ERWIES R EMEA)MHE -

. BBEMNAZHBMBZEXH - %R - VE /SHEHmME - HELRBEEBRENERE - BTHE
PREE HRBRAHBEUSRRRERIAER - KIZORERZZ -

. KBWESBERZVE /| SHRAmBRTFEEENERBEENE - BFEURERERKmIEZME
DRI E M EESEIE R E RS A mIE R ARRUILARIES -

. HBRWASER  BBEUREIROHREMERE  WHEIHER - #E55EH -
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ETIRFRIFE

1.

B R BURESFTEZRHFURE - BIgN "BWE" S8 FIBEE"
BE" £ MARUZERAZEXH  HE BRE" - &KERR  EAXRE
ETEEfUMHE -

 ERTEURESIERRRRE  BEZEBRASZAaTRE ERNEEGHET , RE

ZiERE - BURE 2MAERLSIE " BAORMRER" @ AKEZBAKREFE - I
i TATRIESE L HBE -

INE RIS

1.

B BB T BAREES , RAIIRZETAS - AR A A S B 545
D EAIRECE RS (BAEE) - i SEEE NGRS - BN IS 2 RS
=RINE RS  F EURREEE  UEEERANERERHE
ERLTH - |

. AEBERDFFEREEARES  ALER "IREFEE, - BESrEUZEASSTR

AT ANRRZ 8 - WENRURERS - &%0E  KBEBUHBEUBLUI -

 MBBEURKEBSRIEMERY " BARSKEIRE" / BRE" HIUZREEHR

) - WEIREAIME - GRS RS B EE TS RERAOE - FORE LB
fFiEE -
BIERMIES" / CBRE REEER/ UEEEERTREETEI B

BLUREARAARRTIER - KEXBBAZFARAAREE -
 ERTREUREHKBIRTHRE RMEEER - FRIRTASNER  LE2ESEEEZ
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At ARG EF R RS

Purchase_ orders Purchase_ orders_items

po_number 12 po_number
po_date 8 line_number
vendor_number 17 inventory_num ber
po_amount 14 quantity
created_by 10 unit_cost
created_on 8
approved_by 10
approved_on 8

ONonNn=Z2nNn9gn

voucher_number 12 voucher_number
voucher_date 8 line_number

Employees vendor_number 17 inventory_number

employee_number 10 po_number 12 purchase_quantity
first_name 20 reference_number 12 unit_cost

last_name 25 items_listed 4

ssn_ 12 voucher_amount 12

ot B _[ Crented on s

position 30 created_on 8

employee_type 2 approved_by 10 payment_number 12

hire date 10 approved_on 8 payment_date 8
15 payment_amount 14

home_phone
home_address 1 50 vendor_number 17
] 20 check_number 12

home_city
. . : voucher_number 12
- Authorizations created_by

home_state
10
8 — employee_number —[ created_on
approved_by

home_zip

hourly_rate 8
10 system 10
10 process approved_on

salary

created_by 8
10 Create

10 approve

created_on
approved_by

10 modify
10 delete

approved_on
10 limit

oNonNnzznnNnhnon

o

oMNonNnMNnOnNz0oOn

updated_by
updated_on

ONoONONZZ20NNMNNN0onNnnOnnon

—_ e s s o= NN =

Nalalelaialake
o
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1 PREEE

Purchase Orders

SR EE: 99 bytes

e

VRIS

Ve

po_number

CHARACTER

PRIEESR T

po_date

DATE

PRI H 3

vendor number

CHARACTER

IR P 5

po_amount

NUMERIC

PRI A

requisition_number

CHARACTER

HH iR oIt

created_on

DATE

g A (RS2 "YYYYMMDD")

created by

CHARACTER

i A E (B0

approved_on

DATE

fzAEHIRE G "YYYYMMDD")

approved_by

CHARACTER

AR (B TAGR)




2. SRIEIH AR

KX B profic Digital Lid..

Purchase Orders Items

8RR JE: 58 bytes

L ez

WA ZIRE

R E

WAL RE

VTS

po_number

CHARACTER

PRI

line number

NUMBERIC

TR

inventory number

CHARACTER

FE o)t

quantity

NUMERIC

PR

unit_cost

NUMERIC

EE(H

3. FETIRRKERE

Vouchers

SCEERE: 113 bytes

fRfr T

i VRIEE S

VTGS

voucher number

CHARACTER

TEFT S B SRt

voucher date

DATE

FEMTIRRGENT HEHAES A "YYYYMMDD")

vendor number

CHARACTER

I P 5

po_number

CHARACTER

PRIEEEST

reference_number

CHARACTER

SEERG

items_listed

NUMERIC

TH H (5%

voucher amount

NUMERIC

TE(T 30

created_by

CHARACTER

i A # (B TAGR)

created_on

DATE

g A (S "YYYYMMDD")

approved_by

CHARACTER

frAEE (B D)

approved_on

DATE

A HIA(FE S "YYYYMMDD" )




KX B profic Digital Lid..

4. FEATIREXEA4HRE Vouchers_items
SC#k T 56 bytes

ey

WA ZIRR

VTS

voucher number

CHARACTER

TEFT S B SRt

item_number

NUMERIC

TR

mventory number

CHARACTER

PE tii )iy

purchase quantity

NUMERIC

PR

unit_cost

NUMERIC

B (H

5. {5kt

Payments

ELSEEE: 111 bytes

ey

ARG

VTS

payment number

CHARACTER

(RUS B SR

payment_date

DATE

(K

payment_amount

NUMERIC

DG

vendor number

CHARACTER

S 5

check number

CHARACTER

SIS

voucher number

CHARACTER

TR

created_by

CHARACTER

i A E (B TR

created_on

DATE

g A (R "YYYYMMDD")

approved by

CHARACTER

frAEE (B D)

approved_on

DATE

AR H (G "YYYYMMDD")




KX B profic Digital Lid..

6. ET ¥

Employees

ECERRE: 309 bytes

e

WA ZIRE

fira A

employee number

CHARACTER

=TGR

first name

CHARACTER

HF

last name

CHARACTER

2R

SS1

CHARACTER

(AR

department

CHARACTER

|

position

CHARACTER

iz

employee_type

CHARACTER

BT 50

hire date

DATE

(e F 1 34

home phone

CHARACTER

JE (R

home address]

CHARACTER

JE AL

home city

CHARACTER

JE{EFTES

home_state

CHARACTER

JE{ERTEIN

home zip

CHARACTER

JEE (R D I e 5y

hourly rate

NUMERIC

s 7

salary

NUMERIC

e

e

created by

CHARACTER

i A A (B TR

created on

DATE"

i A H I "YYYY-MM-DD")

updated by

CHARACTER

FoRrE (B TR

updated on

DATE

SR FIHEE L "YYYY-MM-DD")

approved by

CHARACTER

AEE (B A0

approved _on

DATE

A (= "YYYY-MM-DD")
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7. HERTE

Authorizations

ELSEEE: 71 bytes

e

WA RIRE

ALE5EA

employee number

CHARACTER

B TR

system

CHARACTER

E NN AN

Process

CHARACTER

B

view

CHARACTER

| B HEPR(T/F)

create

CHARACTER

T RERR(T/F)

approve

CHARACTER

I AERERR(T/E)

modify

CHARACTER

fECUER (T/F)

delete

CHARACTER

ER1ER(T/E)

limit

NUMERIC

PREH

created_by

CHARACTER

i A E (B TAHD)

created_on

DATE

i A H (RS "YYYYMMDD" )

approved_by

CHARACTER

AEHE (B TR

approved_on

DATE

A H G "YYYYMMDD")
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TEL:02-27601798 FAX:02-27601797
Mobile phone: 0937054999
E-mail: david_chuang@uprofit-tw.com

Web Site: www.uprofit-tw.com

Facebook E8: david.sc.chuang

Facebook M#EE:

k= EIA S - https://www.facebook.com/UprofitDigital

K{#&E Uprofit Connection - https://www.facebook.com/Uprofit.Connection

Jk = B HGTEZRIE - https://www.facebook.com/UprofitForum
FEAXERREMEZEZREEZEENE - https://www.facebook.com/ACLAward
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